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Bostadsrattsféreningen Osterbotten 32
716421-9516

Utkast fran Aprello Arsredovisning

Styrelsen fér Bostadsrattsforeningen Osterbotten 32, organisationsnummer 716421-9516, avger hdrmed
foliande Arsredovisning for rakenskapsdéret 2024-01-01 - 2024-12-31. Om inte annat sdrskilt anges, redovisas alla
belopp i hela kronor.

Arsredovisningen ar upprattad i svenska kronor, SEK.

Ordforklaringar

Anlaggningstillgangar; Tillg&ngar som féreningen éger och som inte snabbt gdr att avyttra, ex fastigheten.
Ansvarsférbindelser; Ex borgensdtagande som féreningen gjort men som inte syns bland skulderna.
Avskrivning; N&r en betalning for en tillgdng, ex virmepump, inte kostnadsférs direkt utan periodiseras, dvs
fordelas pd s& ménga a&r som den berdknade livsidngden ar.

Balansrakning; Visar de materiella tillg&ngar som finns, ex fastigheten, inventarier, likvida medel etc. De 1&n
och skulder som féreningen har finns med, samt det egna kapitalet.

Bundet eget kapital; Hur mycket pengar som medlemmarna har betalat i insats samt uppl&telseavgift till
féreningen.

Dispositionsforslag; Rekommendation om hur férlust eller vinst ska behandlas, samt tidigare resultat.

Fond for inre underhall; Medel som satts av fér att renovera enskild Idgenhet, anvands ej av var férening.
Fond for ytire underhall; Medel att nyttjas for stérre underhdllsarbeten.

Forvaltningsberdttelse; Den del av &rsredovisningen som forklarar verksamheten i text.

Insatsavgift; Bostadsrattshavarens insatta kapital fill féreningen, avgiften betalas ndr bostadsrétten upplats for
forsta gdngen. Insatsen ingdr som en del av féreningens finansiering av fastigheten.

Korffristiga skulder; Skuld som mdste betalas inom ett ér.

Likvida medel; Kontanter samt andra tillg&ngar, ex pengar pd banken, som kan anvéndas fér att snabbt
betala en skuld.

Likviditet; Formdagan att kunna betala sina kortfristiga skulder.

Langfristiga skulder; Skulder som betalas av pd flera ér, ex I&n pd fastigheten.

Omsattningstillgangar; De tillgdngar som kan sdljas eller p&d annat satt avyttras inom ett &r och férstarka
kassan.

Pantsattningsavgift; Ska técka de administrativa kostnaderna i samband med underrattelse av pantséttning.
Resultatrdkning; Dar gdr att utldsa féreningens samtliga intdkter och kostnader, i kostnader ingdr dven
sddana kostnader som inte betalas ut, ex vérdeminskning pd fastigheten, inventarier, avsattning fill fonder.
Né&r kostnaden é&r stdrre an intdkten blir det forlust, viket det nastan alltid blir i och med aftt fastighetens varde
mdste minskas Arligen (avskrivning), i enlighet med gdllande lagstiftning.

Stallda panter; De sdkerheter som féreningen stallt till banken nér Idnen togs.

Upplupna kostnader; Kostnader som tillnér rékenskapsaret, men som annu ej fakturerats.

Upplatelseavgift; Mellanskillnaden mellan marknadspris och insatsavgiften for en I&dgenhet, ex om féreningen
sdlier en hyresratt, fordelas kdpeskilingen dels som insats och dels som uppldtelseavgift.

Overlatelseavgift; Tas ut f6r att técka de administrativa kostnaderna dé& en bostad dverldts.

2 (19)



Bostadsrattsféreningen Osterbotten 32
716421-9516

Utkast fran Aprello Arsredovisning

Forvaltningsberattelse

Verksamheten
Allmant om verksamherten

Féreningen &r privatbostadsforetag enligt inkomstskattelagen (1999:1229). Féreningens dndamdal ar att frémja
medlemmarnas ekonomiska infressen genom att i féreningens fastigheter uppldta bostadslidgenheter och
lokaler med nyttjanderdtt och utan tidsbegrdnsning. Upplatelse far dven omfatta mark som ligger i anslutning
fill féreningens hus, om marken skall anvéndas som komplement fill bostadsldgenhet eller lokal.

Stadgar
Foéreningens gdllande stadgar registrerades hos Bolagsverket den 10 juli 2017.

Beskattning
D& féreningens verksamhet till klart dvervagande del bestér i att &t sina medlemmar fillhandahdlla bostéder i
byggnader som ags av féreningen beskattas féreningen som ett privatbostadsféretag.

Foreningen disponerar tomten genom: Forsdkring
Tomtratt Fastigheten ar fullvérdesférséikrad hos if.

Féreningens sate ari Stockholm Underhdlisplan

Foreningen har en aktuell underhdlisplan

Styrelse Foreningsstdtmma
Ordférande Ove Lindholm Ordinarie féreningsst@mma holls 2024-05-27.
Kassdr Jena Hedbeck Pa stdmman deltog 35 medlemmar.
Sekreterare Thomas Hartsd X
Revisor
Ledamot Hans Luthander . .
Auktoriserad revisor Anna Lemmel
Ledamot Johan Johansson .
. . WeAudit Sweden AB
Ledamot Pernilla Kallin . . .
Intern Guila Gabriella Gittens

Suppleant  Rasti Faradj

Fértroendevald revisorssuppleant
Margareta Ehrnberg

| tur att avgd vid ordinarie féreningsstdmma ér Thomas Hartsd, Johan Johansson, Pernilla Kallin, Rasti Farad;.
Styrelsen har under &ret hallit 12 sammantraden.
Firmatecknare har varit tvd i styrelsen av ledamdterna.

Firmatecknare har varit ( férutom styrelsen i sin helhet) tvé ledaméoter i féreningens styrelse.
Arvode har utgdtt fill styrelsen med totalt 228 000 kr, exkl. sociala avgifter.

Valberedning
Valberedningen har bestatt av Torkel Knutsson, Eva Scharin, Elisabeth Janson, Mikael Schénning.
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Bostadsrattsféreningen Osterbotten 32
716421-9516

Utkast fran Aprello Arsredovisning

Information om fastigheten

Foéreningens adresser:

Regeringsgatan 70 A-F
David Bagares Gata 7

Nybyggnadsér: 1982
Ombyggnadsdr: 2015
Vardedr: 1983

Fastighetsbeteckning: Osterbotten 32

Foreningens byggnad och tomtratt
Féreningens byggnad och tomtratt Féreningen férvarvade fastigheten Osterbotten 32 i Stockholms kommun
den 26 november 2009, med tillirdde den 15 december 2009. Byggnaden uppfdrdes 1982.

P& fastigheten finns ett flerfamiljshus i form av ett gatu- och gdrdshus med kdéllare, bottenvdning och 5-7
vaningsplan. P& fastigheten finns dven en stérre innergdrd. Foreningens fastighet bestér av 125 st. Idgenheter
och 7 lokaler. Byggnadernas totala area uppgdar till 11 706 m2 varav bostddernas area utgdr 9 966 m2 . Vid
rakenskapsdrets utgdng uppgick bostadsratternas area till 9 695 m2, bostadshyresrétternas till 131 m2, samt gj
uppldten yta till 140 m2. Lokalernas area uppgick till 1 740 m? fyra lokaler ar uppl&dtna med hyresratt, 1 581 m?,
resterande lokaler anvénds av féreningen, 159 m2.

Lagenhetsfordelning:
7 st. 1 rum och kok
63 st. 2 rum och kdk
26 st. 3 rum och kok
14 st. 4 rum och kdk
12 st. 5 rum och kdk
3 st. 6 rum och kdék

Lokaler

Lokalhyresgdster Verksamhet Area m? Avtalstid
Norrmalm Stadsdelsférvaltning Barnstuga 885 2025-12-31
Tabbouli City AB Restaurang 280 2026-09-30
Setly Sweden AB Redovisningsbyrd 335 2026-09-30

4 (19)



Bostadsrattsféreningen Osterbotten 32
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Utkast fran Aprello Arsredovisning

Servitut
Tak, fiarrvérme- och fjarrkylaledningar.

Fastighetens taxeringsuppgifter
Taxeringsvardet ar 639 000 000 kr, varav byggnadsvérdet ér 194 000 000 kr och markvérde 445 000 000 kr.

vardedr ar 1983.

Ekonomisk forvaltning

Féreningen har tecknat avtal om ekonomisk férvaltning med FRUBO AB.

Fastighetsforvaltning

Féreningen har féljande avtal tecknade:

Forvaltning

Foretag Uppdrag Avtalstid
Stena Recycling Grovsopor Lépande
Brf Net Webbhotell Lépande
Bostadsratterna Infresseférening Lépande
Ed's stadfirma Byggtjénst AB Trappstadning Lépande
Fastighetsédgarna R&dgivning Per uppdrag
Fortum Fi@rrvérme Lépande
Cardipoint Teknisk forvalining Lépande
LW plat Takskottning Lopande
Stockholm Vatten Vattenleverans, hushdllssopor Lépande
Stokab Fibernat 2032-12-31
Ownit TV, Bredband och telefoni 2027-11-21
IF Fastighetsforsakring Lépande
Ofis Hisservice 2025-12-17
FRUBO Ekonomisk férvaltning Lépande
One.com Doman 2026-03-31
HSAB Hissbesiktning 2026-03-23
Exploateringskontoret Tomtrétt 2031-10-31
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Bostadsrattsféreningen Osterbotten 32
716421-9516

Utkast fran Aprello Arsredovisning

Ekonomisk plan
Styrelsen har upprattat ekonomisk plan fér féreningens verksamhet som registrerats av Bolagsverket den 17
januari 2022.

Arsavgifter

Arsavgifter tas ut fréin féreningens medlemmar fér att téicka féreningens Idpande utgifter for drift och
underhdll av féreningens fastighet , rédntebetalningar och amorteringar av féreningens fastighetsldn samt
fondering av medel fér framtida underhdll enligt av styrelsen framtagen underhdlisplan. Arsavgiften uppgdr till
546 kr/m 2 boyta per ér. TV, bredband, telefoni, bostadsrattstilligg ingér i berdkningen.

Avsattning till ytire fond
Avsattning fill yttre fond sker i enlighet med féreningens stadgar med minst 0,3% av fastighetens
taxeringsvarde per Ar.

Féreningens fastighetslan
Kreditinstitut, rénte- och amorteringsvillkor framgédr av not 9.

Vidisentliga hdndelser under rékenskapsaret

Renovering av tvd tidigare hyresratter pdbdrjades under dret, de kommer att upplatas under &r 2025, fér att
darefter uppldtas med bostadsratt. Fortsatt arbete med att byta ut dagvattenrédr frén gdrden som passerar
garaget till nya i plast, arbetet fardigstalldes under Q1-2025, nu dr alla gamla gjutjdrnsrér under marknivd
utbytta till nya i plast samt justerade med béttre fall fér avrinning. En fettavskiljare har installerats i den lokall
som férskolan hyr, det ar fér att minska risken for stopp i underliggande avioppsrér. En markis for solskydd
monterades pd gdrden som forskolan nyttjar. Servern som betjanar féreningens IT - system har bytts ut.
Miljéforvaltningen har genomfért en inspektion av fastighetens inomhusmiljé samt egenkontrollarbete.
Hjartstartare har inférskaffats och monterats i féorrummet fill féreningslokalen dit alla medlemmar har tilltréde
dygnet runt med sin nyckelbricka. Fortsatt arbete med bdattre 16sning for &tervinning av avfall pdgdr
tillsammans med Sthim vatten och avfall, under 2025 boér en ny helhetslésning finnas pd plats.
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Bostadsrattsféreningen Osterbotten 32
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Utkast fran Aprello Arsredovisning

Medlemsinformation

Foreningen hade vid arsskiftet 179 (180) medlemmar. Under éret har 13 (14) medlemmar tilltrétt samt 13 (14)
medlemmar uttratt ur féreningen vid 11 (9) antal 6verlatelser.

3 medlemmar har beviljiats andrahandsuthyrning. Féreningens policy fér andrahandsuppldtelse ér att sddan
fér ske endast efter att styrelsen har givit sitt samtycke. Ett fillsténd till andrahandsupplatelse kan begrdnsas till
en viss tid och férenas med villkor. Ansékan ska ske skriftigen. | ansékan ska skélet till uthyrningen anges, under
vilken tid den ska pdgd& samt namn och personnummer pd den fill viken Idgenheten ska uthyras i andra
hand.
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Bostadsrattsféreningen Osterbotten 32
716421-9516

Utkast fran Aprello Arsredovisning

Flerarsoversikt

2024 2023 2022 2021
Nettoomsdattning, tkr 12 361 12 151 11586 10844
Resultat efter finansiella poster, tkr -4 954 -2782 -2533 -3579
Soliditet, % 80 79 79 79
Skuldsattning / kvm 5023 5477 5381 5381
Arsavgift / kvm upplaten med bostadsréitt 546 553
Skuldsattning / kvm uppldten med bostadsratt 5982 6 528
Sparande / kvm 7 95
Rantekanslighet 11 12
Energikostnad / kvm * 223 218
Arsavgifternas andel i % av totala rérelseintékter 42 42

* Foreningen har IMD. Medlemmarna debiteras elkostnad utefter egen férbrukning.
Nettoomsattning
Roérelsens huvudintdkter, fakturerade kostnader, sidointékter samt intGktskorrigeringar.

Resultat efter finansiella poster
Resultat efter finansiella intdkter och kostnader, men fére extraordindra intdkter och kostnader.

Soliditet %
Eget kapital i relation fill balansomslutning.

Skuldrdnta %
Genomsnittlig skuldranta definieras som bokférd rantekostnad i forhdllande fill genomsnittligt fastighetsidn.

Skuld/kvm
Foreningens totala fastighetsldn dividerat med fastighetens totala lokal- samt bostadsytor.

Kosthader Intakter

Hyresintdkter .
hyresr&tt Qvriga
int&kter

Réntekostnader

Personalkostnader

Owriga
externa____ i .
kostnader Arsavgifter
Avskrivhingar
Driftskostnader
Hyresinh':':kfer_/
lokal Hyresint&kter
garage & p-

plats
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Utkast fran Aprello Arsredovisning

Nyckeltalsdefinitioner

Arscvgift per kvm upplaten med bostadsratt: Alla drsavgifter som tas ut fér ytor uppldtna medbostadsrétt,
inklusive avgifter baserade pd& individuella méatningar av férbrukning, fordelat per kvm upplaten med
bostadsratt. Avgifter for tjiénster som en medlem kan vdja som tillval ingér inte.

Skuldsattning per kvm: Réntebdrande skulder pd balansdagen dividerat med antalet kvadratmeter uppl&tna
med bostadsrcitt och hyresrdtt, dvs. samtliga ytor som féreningen tar ut en avgift eller hyra for.

Skuldsattning per kvm upplaten med bostadsratt: Réntebdrande skulder pd balansdagen dividerat med
antalet kvadratmeter uppldtna med bostadsrétt.

Sparande per kvm: Justerat resultat férdelat per kvm upplaten med bostadsréitt och hyresrcitt. Med justerat
resultat avses &rets resultat dkat med drets avskrivningar, drets kostnad for utrangeringar och drets kostnad
for planerat underhdll samt avdrag resp. tilldgg av intdkter och kostnader som ér vasentliga och som inte ér
en del av den normala verksamheten.

Rantekdnslighet: Rantebdrande skulder pd& balansdagen dividerat med féreningens intdkter frén arsavgifter
under r&kenskapsdret. Nyckeltalet visar hur ménga procent arsavgifterna kan behdva héjas om réntan stiger
med 1 procentenhet.

Energikostnad per kvm: Kostnader fér vérme, el och vatten (inkl. kostnader som vidaredebiteras) férdelat per
kvm bostadsréitt och hyresrcitt.

Arsavgifternas andel i procent av totala rérelseintdkter: Arsavgifter dividerat med totala rérelseintékter.
Nyckeltalet visar hur stor del av féreningens totala rérelseintékter som kommer frén érsavgifter.

Upplysning vid forlust

I resultatet ingdr avskrivningar med 3 509 243 kronor, exkluderas avskrivningarna blir resultatet -1 444 691
kronor. Avskrivningar p&verkar inte féreningens likviditet. Se kassaflédesanalys for drets kassaflode. Styrelsens
beddmning dr att féreningens ekonomi @r god trots underskott under ér 2024.

Foreningen har &ven renoverat ldgenheter som kommer att uppldtas vilket har 6kat kostnaderna under 2024,
kostnaden fér renoveringarna Idgenheterna ar engdngsbelopp som péaverkar resultatet negativt. Forsdlining
av de ldgenheterna under 2025 férvantas minska Idnen med ca 14 miljoner kronor vilket gér att
réntekostnaderna minskar.
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Forandringar i eget kapital

Bostadsrattsféreningen Osterbotten 32
716421-9516

Utkast fran Aprello Arsredovisning

Insatser Ej betalda Upplatelse- Balanserat Arets
insatser avgifter resultat resultat

Belopp vid d&rets ingdng 268 851 927 -8 651 059 55267 750 - 66393569 -2782032
Resultatdisposition enligt stdmman:
Reservering fond for yttre underhdll 1917000 -1917 000
lanspréktagande av fond for yttre -1 917 000 1917 000
underhdll
Balanseras i ny r&kning -2782032 2782032
Upplatelse av ny bostadsratt 1738 323 4141 677
Arets resultat -4 953934
Belopp vid drets utgang 270 590 250 -8 651 059 59 409 427 -69175601 -4953 934
Ej inbetalda insatser per 2024-12-31 = 8 651 059 kr
Resultatdisposition
Till féreningsstammans férfogande star féljande medel:
Balanserat resultat - 69 175 601
Arets resultat - 4953 934
Totalt -74129 535
Styrelsen foreslar att medlen disponeras enligt fljande:
Reservering fond for yttre underhdill 1917 000
lanspréktagande av fond fér yttre underhdll -1917 000
Balanseras i ny rakning -74129 535
Totalt -74 129 535

Avsattning fill yttre fond sker med 0,3% av taxeringsvardet.
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Resultatrakning

1 januari - 31 december

RORELSEINTAKTER
Nettoomsattning
Ovriga rérelseintékter

Summa roérelseintdkter

RORELSEKOSTNADER
Driftkostnader

Ovriga externa kostnader
Personalkostnader
Avskrivningar

Summa roérelsekostnader

RORELSERESULTAT

FINANSIELLA POSTER

Resultat frén Gvriga finansiella anlédggningstillgdngar
Ovriga ranteintdkter och liknande resultatposter
Ra&ntekostnader och liknande resultatposter

Summa finansiella poster
RESULTAT EFTER FINANSIELLA POSTER

RESULTAT FORE SKATT

ARETS RESULTAT

Bostadsrattsféreningen Osterbotten 32
716421-9516

Utkast fran Aprello Arsredovisning

Not

AN QW

2024

12361 411
163 909

12 525 320

-10 871 802

-533 925
-285 850
-3 509 243

15 200 820

-2 675 500

11 492

9 956
-2 299 882

-2278 434

-4 953 934

-4 953 934

-4 953 934

2023

12 151 426
463 415

12 614 841

-10 356 307
-415063
-294 334

-3 485 069

-14 550 773

-1 935 932

10791
15013
-871 904

-846 100

-2 782 032

-2 782 032

-2 782 032
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Balansrakning
TILLGANGAR

ANLAGGNINGSTILLGANGAR
Materiella anlaggningstillgangar
Byggnader och mark

Inventarier, verktyg och installationer

Summa materiella anlaggningstillgangar

Finansiella anlaggningstillgangar
Langfristiga vardepappersinnehav

Summa finansiella anléggningstillgdngar

SUMMA ANLAGGNINGSTILLGANGAR

OMSATININGSTILLGANGAR

Kortfristiga fordringar

Avgifts- och hyresfordringar

Ovriga fordringar

Férutbetalda kostnader och upplupna intékter

Summa kortfristiga fordringar

Kassa och bank
Kassa och bank

Summa kassa och bank

SUMMA OMSATTNINGSTILLGANGAR

SUMMA TILLGANGAR

Bostadsrattsféreningen Osterbotten 32
716421-9516
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Not 2024-12-31

6 304 436 992
7 3953

304 440 945

32 300

32 300

304 473 245

139 319
1101 358
8 1183735

2424 412

4064 665
4064 665

6 489 077

310 962 322

2023-12-31

307 937714
12 474

307 950 188

32 300

32 300

307 982 488

240 811
1098 297
1121 630

2460738

3215 604
3215 604

5676 342

313 658 830
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Balansrakning

EGET KAPITAL OCH SKULDER

EGET KAPITAL
Bundet eget kapital
Medlemsinsatser

Summa bundet eget kapital

Fritt eget kapital
Balanserat resultat
Arefts resultat

Summa fritt eget kapital

SUMMA EGET KAPITAL

Kortfristiga skulder

Skulder fill kreditinstitut

Leverantérsskulder

Skatteskulder

Ovriga skulder

Upplupna kostnader och férutbetalda intékter

Summa kortfristiga skulder

SUMMA EGET KAPITAL OCH SKULDER
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Not 2024-12-31 2023-12-31
321348 618 315468 618
321 348 618 315468 618
-69 175 601 -66 393 569
-4 953 934 -2 782032
-74 129 535 -69 175 601
247 219 083 246 293 017
9 58 000 000 63 000 000
2146112 9208 951
1120 866 2045 392
69 183 0
10 2 407 078 1411 470
63 743 239 67 365813
310 962 322 313 658 830
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Kassaflodesanalys

DEN LOPANDE VERKSAMHETEN

Rorelseresultat

Justeringar fér poster som inte ingdr i kassaflédet
Avskrivningar

Summa

Ovriga finansiella poster
Erhdllen rénta
Erlagd rénta

Kassafléde fran den 16pande verksamheten fére

forandringar av rorelsekapital

Kassafléde frén forandringar i rérelsekapital
Foérandring av rérelsefordringar
Férandring av rorelseskulder

Kassafléde fran den Idpande verksamheten

INVESTERINGSVERKSAMHETEN
IMD Installation

Kassafléde frdn investeringsverksamheten

FINANSIERINGSVERKSAMHETEN
Amortering

Forsalining av bostadsratt
Kassafléde fran finansieringsverksamheten
Arets kassaflode

Likvida medel vid arets bérjan

Likvida medel vid arets slut
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Not 2024-01-01 2023-01-01
2024-12-31 2023-12-31
2675 501 1935932
3 509 243 3 485 069
833 742 1549 137
11492 10791
9956 15013
2299 882 -871 904
-1 444 691 703 037
36326 -1 005 308
1377 426 611147
-30 939 -913418
0 -291 000
0 -291 000
-5.000 000 0

5 880 000
880 000 0
849 061 -1204 418
3215 604 4338 595
4064 665 3215 604

14 (19)



Bostadsrattsféreningen Osterbotten 32
716421-9516

Utkast fran Aprello Arsredovisning

Noter

Redovisningsprinciper

Arsredovisningen ar upprattad i enlighet med arsredovisningslagen och Bokfdringsndmndens allmdnna réd
(BFNAR) 2016:10 om dArsredovisning i mindre féretag samt BFNAR 2023:1 Kompletterande upplysningar m.m. i

bostadsrattsféreningars érsredovisning.

Avskrivning
Tillédmpade avskrivningstider:

Anldggningstillgang Nyttiandeperiod (dr)
Byggnad 2009 100
Passersystem 2016 10
Dorrar 2016 10
Nytt tatskikt terasser 5
Passersystem 2017 10
Solceller 2019 20
Forbattringsarbeten 10-50
Inventarier 10
Ombyggnad lokal 100
Pergola 10
IMD - M&tare 10
Not 1. Neftoomsattning 2024
Arsavgifter bostéder 4 649 850
Hyresintdkter bostader 171187
Hyresintdkter lokaler 6092 574
Fastighetsskatt 819 365
Debiterade elkostnader 628 435
Ovriga avgifts- och hyresbortfall 0
Totalt nettoomsdattning 12 361 411
Not 2. Ovriga rérelseintdkter 2024
Gastlagenhet 107 164
Ovriga erséttningar och intékter 56 745
Totalt 6vriga rorelseintakter 163 909

Ovriga erséttningar avser Stockholm Stads Parkering och vidarefakturering.

Avskrivning (%)
1
10
10
20
10
5
2-10
10
1
10
10

2023

4634756
299 742
5807 476
829 988
705 324
-125 860

12 151 426

2023

100 900
362 515

463 215
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Not 3. Driftkostnader

Fastighetsel

Uppvarmning

Vatten och avilopp

Soph&mtning

Obligatorisk ventilationskontroll, OVK
Hissbesikining

Grundavtal laddtjanst

Radonmatning

Energideklaration
Grovsopor/atervinning

Fastighetsskotsel

Fastighetsskotsel extra

Fastighetsstad

Teknisk forvaltning

Bevakningskostnader

Bredband

Forsakring
Fastighetsavgift/fastighetsskatt
Tomtrattsavgdlder

Férbrukningsmaterial
Férbrukningsinventarier

Ovriga driftkostnader

Reparation och underhall

Reparation och underhdll portar och I&s
Reparation och underhdll hiss
Reparation och underhdll tvattstuga
Reparation och underhaill lokaler
Reparation och underhdll hyresldgenheter
Reparation och underhdll vid uppl. bostadsrétt
Reparation och underhdill el

Reparation och underhdll uppvarmning
Reparation och underhdll VVS
Reparation och underhdll ventilation
Reparation och underhdll gard/trédgard
Reparation- och underhdlismaterial

Totalt driftkostnader

Bostadsrattsféreningen Osterbotten 32

716421-9516

Utkast fran Aprello Arsredovisning

2024

762 601
13566511
452 477
557 123

7 500

11 463
19715
2115

0

171 058
140 796
2150
219 583
161 750
7 344
340 448
279 272
1032120
3357 533
4811
12 470
2 494
476 337
41 156
2 434

1 607
17 140
30225
1276 581
47 939
6952
19 951
28 590
21 556
0

10 871 802

2023

903 725
1239 244
361 996
425 362

0

9375
14 644
0
15000
126 984
134 856
0

207 972
119 438
7130
340 448
273 580
1034 631
3114700
4982
10 500
0

205 871
180 668
0

0

0

0
766875
122 900
32333
431 519
199 581
63 670
8 323

10 356 307
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Not 4. Ovriga externa kostnader 2024 2023
Féreningsstdmma 6272 0
Medlems- och féreningsavgifter 5 681 23 002
Arvode ekonomisk férvaltning 164 528 223 384
Extra ekonomisk férvaltning 3000 563
Revisionsarvode 37 938 26 155
Webbsida 7 255 7 055
Telefon 1 435 1384
Forluster p& avgifts- och hyresfordringar 8702 0
Advokat- och rattegdngskostnader 133 550 0
Md&klararvode 65 000 0
Konsultarvode 26 406 46 563
Bankkostnader 4 989 5001
Ovriga administrativa kostnader 7 695 4 597
Féreningsomkostnader 7 584 40 092
Ovriga kostnader 53 890 37 267
Totalt 6vriga externa kostnader 533 925 415063
Not 5. Personalkosthnader 2024 2023
Styrelsearvode 228 000 228 000
Sociala kostnader 57 850 66 334
Totalt personalkostnader 285 850 294 334
Not 6. Byggnader och mark 2024-12-31 2023-12-31
Ackumulerade anskaffningsvarden
Ing&ende anskaffningsvarden 343 457 440 343 166 440
Inkép 0 291 000
Utgdende anskaffningsvérden 343 457 440 343 457 440
Ackumulerade avskrivningar
Ing&ende avskrivningar -35519726 - 32043 229
Arets avskrivningar - 3500 722 -3 476 497
Utgdende avskrivningar -39 020 448 -35519 726
Utgdende redovisat varde 304 436 992 307 937 714
Taxeringsvarden
Taxeringsvarde byggnader 194 000 000 194 000 000
Taxeringsvarde mark 445 000 000 445 000 000
639 000 000 639 000 000
Uppdelning av taxeringsvdarde
Bostader 556 000 000 556 000 000
Lokaler 83 000 000 83 000 000
639 000 000 639 000 000
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Not 7. Inventarier, verktyg och installationer, utgaende

. .. 2024-12-31 2023-12-31
redovisat varde
Ackumulerade anskaffningsvdrden
Ing&ende anskaffningsvarden 498 445 498 445
Utgaende anskaffningsvarden 498 445 498 445
Ackumulerade avskrivningar
Ing&ende avskrivningar - 485971 - 477 399
Arets avskrivningar -8572 -8572
Utgaende avskrivningar - 494 543 - 485 971
Utgaende redovisat varde 3 902 12474
Not 8. Forutbetalda kostnader och upplupna intakter 2024-12-31 2023-12-31
Bredband 11953 11953
Forsakring 248 699 256 663
Medlem/féreningsavgifter 8 420 0
Svenska Stérningsjouren AB 7 564 7 344
FRUBO AB 17 299 16 370
Tomtrattsavgald 889 800 829 300
Summa 1183735 1121 630
Not 9. Skulder till kreditinstitut
Villkors- Rdntesats Belopp Belopp
dandringsdag 2024-12-31 2024-12-31 2023-12-31
Stadshypotek 730578 2025-01-03 4,370 % 9 000 000 14 000 000
SBAB 27 48583 9 2025-09-25 3,110% 10 000 000 10 000 000
SBAB 27 48670 3 2025-09-25 3,110% 10 000 000 10 000 000
Stadshypotek 793511 2025-12-02 3,103 % 29 000 000 29 000 000
Summa skulder till kreditinstitut 58 000 000 63 000 000
Kortfristig del av skulder till kreditinstitut -58 000 000 -63 000 000
0 0

L&n med slutbetalningsdag kommande &r redovisas enligt god redovisningssed som kortfristiga, men
féreningens I&nefinansiering dr I&ngsiktig och Idnen kommer att férléngas.

Not 10. Upplupna kostnader och férutbetalda intdkter 2024-12-31 2023-12-31
Upplupna utgiftsrantor 239 414 161 100
Forskotftsbet avgift/hyra 1614006 640775
Fastighetsel 109 725 121 105
Fiarrvérme 173 102 188 794
Avfallskostnader 59 922 50 926
Vatten 38 165 30 574
Stédning 18 164 17 331
Teknisk forvaltning (Card Point) 161750 119 438
Underhdll upplatelse bostad 0 81 427
OTIS -7 170 0
Summa 2 407 078 1411470
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Not 11. Stdllda sdkerheter 2024-12-31 2023-12-31
Fastighetsinteckningar 120 300 000 120 300 000
Summa: 120 300 000 120 300 000

Underskrifter

Stockholm enligt de datum som framgér av véra elektroniska underskrifter.

Ove Lindholm Jena Hedbeck
Ordférande Kassor

Thomas Hartsd Hans Luthander
Sekreterare Ledamot
Johan Johansson Pernilla Kallin
Ledamot Ledamot

Var revisionsberdttelse har Idmnats enligt det datum som framgdr av var elektroniska underskrift.

WeAudit Sweden AB Guila Gabriella Gittens
Anna Lemmel Intern revisor
Auktoriserad revisor
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Bostadsrattsféreningen Osterbotten 32
716421-9516

Utkast fran Aprello Arsredovisning

Styrelsen fér Bostadsrattsforeningen Osterbotten 32, organisationsnummer 716421-9516, avger hdrmed
foliande Arsredovisning for rakenskapsdéret 2024-01-01 - 2024-12-31. Om inte annat sdrskilt anges, redovisas alla
belopp i hela kronor.

Arsredovisningen ar upprattad i svenska kronor, SEK.

Ordforklaringar

Anlaggningstillgangar; Tillg&ngar som féreningen éger och som inte snabbt gdr att avyttra, ex fastigheten.
Ansvarsférbindelser; Ex borgensdtagande som féreningen gjort men som inte syns bland skulderna.
Avskrivning; N&r en betalning for en tillgdng, ex virmepump, inte kostnadsférs direkt utan periodiseras, dvs
fordelas pd s& ménga a&r som den berdknade livsidngden ar.

Balansrakning; Visar de materiella tillg&ngar som finns, ex fastigheten, inventarier, likvida medel etc. De 1&n
och skulder som féreningen har finns med, samt det egna kapitalet.

Bundet eget kapital; Hur mycket pengar som medlemmarna har betalat i insats samt uppl&telseavgift till
féreningen.

Dispositionsforslag; Rekommendation om hur férlust eller vinst ska behandlas, samt tidigare resultat.

Fond for inre underhall; Medel som satts av fér att renovera enskild Idgenhet, anvands ej av var férening.
Fond for ytire underhall; Medel att nyttjas for stérre underhdllsarbeten.

Forvaltningsberdttelse; Den del av &rsredovisningen som forklarar verksamheten i text.

Insatsavgift; Bostadsrattshavarens insatta kapital fill féreningen, avgiften betalas ndr bostadsrétten upplats for
forsta gdngen. Insatsen ingdr som en del av féreningens finansiering av fastigheten.

Korffristiga skulder; Skuld som mdste betalas inom ett ér.

Likvida medel; Kontanter samt andra tillg&ngar, ex pengar pd banken, som kan anvéndas fér att snabbt
betala en skuld.

Likviditet; Formdagan att kunna betala sina kortfristiga skulder.

Langfristiga skulder; Skulder som betalas av pd flera ér, ex I&n pd fastigheten.

Omsattningstillgangar; De tillgdngar som kan sdljas eller p&d annat satt avyttras inom ett &r och férstarka
kassan.

Pantsattningsavgift; Ska técka de administrativa kostnaderna i samband med underrattelse av pantséttning.
Resultatrdkning; Dar gdr att utldsa féreningens samtliga intdkter och kostnader, i kostnader ingdr dven
sddana kostnader som inte betalas ut, ex vérdeminskning pd fastigheten, inventarier, avsattning fill fonder.
Né&r kostnaden é&r stdrre an intdkten blir det forlust, viket det nastan alltid blir i och med aftt fastighetens varde
mdste minskas Arligen (avskrivning), i enlighet med gdllande lagstiftning.

Stallda panter; De sdkerheter som féreningen stallt till banken nér Idnen togs.

Upplupna kostnader; Kostnader som tillnér rékenskapsaret, men som annu ej fakturerats.

Upplatelseavgift; Mellanskillnaden mellan marknadspris och insatsavgiften for en I&dgenhet, ex om féreningen
sdlier en hyresratt, fordelas kdpeskilingen dels som insats och dels som uppldtelseavgift.

Overlatelseavgift; Tas ut f6r att técka de administrativa kostnaderna dé& en bostad dverldts.
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Forvaltningsberattelse

Verksamheten
Allmant om verksamherten

Féreningen &r privatbostadsforetag enligt inkomstskattelagen (1999:1229). Féreningens dndamdal ar att frémja
medlemmarnas ekonomiska infressen genom att i féreningens fastigheter uppldta bostadslidgenheter och
lokaler med nyttjanderdtt och utan tidsbegrdnsning. Upplatelse far dven omfatta mark som ligger i anslutning
fill féreningens hus, om marken skall anvéndas som komplement fill bostadsldgenhet eller lokal.

Stadgar
Foéreningens gdllande stadgar registrerades hos Bolagsverket den 10 juli 2017.

Beskattning
D& féreningens verksamhet till klart dvervagande del bestér i att &t sina medlemmar fillhandahdlla bostéder i
byggnader som ags av féreningen beskattas féreningen som ett privatbostadsféretag.

Foreningen disponerar tomten genom: Forsdkring
Tomtratt Fastigheten ar fullvérdesférséikrad hos if.

Féreningens sate ari Stockholm Underhdlisplan

Foreningen har en aktuell underhdlisplan

Styrelse Foreningsstdtmma
Ordférande Ove Lindholm Ordinarie féreningsst@mma holls 2024-05-27.
Kassdr Jena Hedbeck Pa stdmman deltog 35 medlemmar.
Sekreterare Thomas Hartsd X
Revisor
Ledamot Hans Luthander . .
Auktoriserad revisor Anna Lemmel
Ledamot Johan Johansson .
. . WeAudit Sweden AB
Ledamot Pernilla Kallin . . .
Intern Guila Gabriella Gittens

Suppleant  Rasti Faradj

Fértroendevald revisorssuppleant
Margareta Ehrnberg

| tur att avgd vid ordinarie féreningsstdmma ér Thomas Hartsd, Johan Johansson, Pernilla Kallin, Rasti Farad;.
Styrelsen har under &ret hallit 12 sammantraden.
Firmatecknare har varit tvd i styrelsen av ledamdterna.

Firmatecknare har varit ( férutom styrelsen i sin helhet) tvé ledaméoter i féreningens styrelse.
Arvode har utgdtt fill styrelsen med totalt 228 000 kr, exkl. sociala avgifter.

Valberedning
Valberedningen har bestatt av Torkel Knutsson, Eva Scharin, Elisabeth Janson, Mikael Schénning.
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Information om fastigheten

Foéreningens adresser:

Regeringsgatan 70 A-F
David Bagares Gata 7

Nybyggnadsér: 1982
Ombyggnadsdr: 2015
Vardedr: 1983

Fastighetsbeteckning: Osterbotten 32

Foreningens byggnad och tomtratt
Féreningens byggnad och tomtratt Féreningen férvarvade fastigheten Osterbotten 32 i Stockholms kommun
den 26 november 2009, med tillirdde den 15 december 2009. Byggnaden uppfdrdes 1982.

P& fastigheten finns ett flerfamiljshus i form av ett gatu- och gdrdshus med kdéllare, bottenvdning och 5-7
vaningsplan. P& fastigheten finns dven en stérre innergdrd. Foreningens fastighet bestér av 125 st. Idgenheter
och 7 lokaler. Byggnadernas totala area uppgdar till 11 706 m2 varav bostddernas area utgdr 9 966 m2 . Vid
rakenskapsdrets utgdng uppgick bostadsratternas area till 9 695 m2, bostadshyresrétternas till 131 m2, samt gj
uppldten yta till 140 m2. Lokalernas area uppgick till 1 740 m? fyra lokaler ar uppl&dtna med hyresratt, 1 581 m?,
resterande lokaler anvénds av féreningen, 159 m2.

Lagenhetsfordelning:
7 st. 1 rum och kok
63 st. 2 rum och kdk
26 st. 3 rum och kok
14 st. 4 rum och kdk
12 st. 5 rum och kdk
3 st. 6 rum och kdék

Lokaler

Lokalhyresgdster Verksamhet Area m? Avtalstid
Norrmalm Stadsdelsférvaltning Barnstuga 885 2025-12-31
Tabbouli City AB Restaurang 280 2026-09-30
Setly Sweden AB Redovisningsbyrd 335 2026-09-30
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Servitut
Tak, fiarrvérme- och fjarrkylaledningar.

Fastighetens taxeringsuppgifter
Taxeringsvardet ar 639 000 000 kr, varav byggnadsvérdet ér 194 000 000 kr och markvérde 445 000 000 kr.

vardedr ar 1983.

Ekonomisk forvaltning

Féreningen har tecknat avtal om ekonomisk férvaltning med FRUBO AB.

Fastighetsforvaltning

Féreningen har féljande avtal tecknade:

Forvaltning

Foretag Uppdrag Avtalstid
Stena Recycling Grovsopor Lépande
Brf Net Webbhotell Lépande
Bostadsratterna Infresseférening Lépande
Ed's stadfirma Byggtjénst AB Trappstadning Lépande
Fastighetsédgarna R&dgivning Per uppdrag
Fortum Fi@rrvérme Lépande
Cardipoint Teknisk forvalining Lépande
LW plat Takskottning Lopande
Stockholm Vatten Vattenleverans, hushdllssopor Lépande
Stokab Fibernat 2032-12-31
Ownit TV, Bredband och telefoni 2027-11-21
IF Fastighetsforsakring Lépande
Ofis Hisservice 2025-12-17
FRUBO Ekonomisk férvaltning Lépande
One.com Doman 2026-03-31
HSAB Hissbesiktning 2026-03-23
Exploateringskontoret Tomtrétt 2031-10-31
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Ekonomisk plan
Styrelsen har upprattat ekonomisk plan fér féreningens verksamhet som registrerats av Bolagsverket den 17
januari 2022.

Arsavgifter

Arsavgifter tas ut fréin féreningens medlemmar fér att téicka féreningens Idpande utgifter for drift och
underhdll av féreningens fastighet , rédntebetalningar och amorteringar av féreningens fastighetsldn samt
fondering av medel fér framtida underhdll enligt av styrelsen framtagen underhdlisplan. Arsavgiften uppgdr till
546 kr/m 2 boyta per ér. TV, bredband, telefoni, bostadsrattstilligg ingér i berdkningen.

Avsattning till ytire fond
Avsattning fill yttre fond sker i enlighet med féreningens stadgar med minst 0,3% av fastighetens
taxeringsvarde per Ar.

Féreningens fastighetslan
Kreditinstitut, rénte- och amorteringsvillkor framgédr av not 9.

Vidisentliga hdndelser under rékenskapsaret

Renovering av tvd tidigare hyresratter pdbdrjades under dret, de kommer att upplatas under &r 2025, fér att
darefter uppldtas med bostadsratt. Fortsatt arbete med att byta ut dagvattenrédr frén gdrden som passerar
garaget till nya i plast, arbetet fardigstalldes under Q1-2025, nu dr alla gamla gjutjdrnsrér under marknivd
utbytta till nya i plast samt justerade med béttre fall fér avrinning. En fettavskiljare har installerats i den lokall
som férskolan hyr, det ar fér att minska risken for stopp i underliggande avioppsrér. En markis for solskydd
monterades pd gdrden som forskolan nyttjar. Servern som betjanar féreningens IT - system har bytts ut.
Miljéforvaltningen har genomfért en inspektion av fastighetens inomhusmiljé samt egenkontrollarbete.
Hjartstartare har inférskaffats och monterats i féorrummet fill féreningslokalen dit alla medlemmar har tilltréde
dygnet runt med sin nyckelbricka. Fortsatt arbete med bdattre 16sning for &tervinning av avfall pdgdr
tillsammans med Sthim vatten och avfall, under 2025 boér en ny helhetslésning finnas pd plats.
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Medlemsinformation

Foreningen hade vid arsskiftet 179 (180) medlemmar. Under éret har 13 (14) medlemmar tilltrétt samt 13 (14)
medlemmar uttratt ur féreningen vid 11 (9) antal 6verlatelser.

3 medlemmar har beviljiats andrahandsuthyrning. Féreningens policy fér andrahandsuppldtelse ér att sddan
fér ske endast efter att styrelsen har givit sitt samtycke. Ett fillsténd till andrahandsupplatelse kan begrdnsas till
en viss tid och férenas med villkor. Ansékan ska ske skriftigen. | ansékan ska skélet till uthyrningen anges, under
vilken tid den ska pdgd& samt namn och personnummer pd den fill viken Idgenheten ska uthyras i andra
hand.
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Flerarsoversikt

2024 2023 2022 2021
Nettoomsdattning, tkr 12 361 12 151 11586 10844
Resultat efter finansiella poster, tkr -4 954 -2782 -2533 -3579
Soliditet, % 80 79 79 79
Skuldsattning / kvm 5023 5477 5381 5381
Arsavgift / kvm upplaten med bostadsréitt 546 553
Skuldsattning / kvm uppldten med bostadsratt 5982 6 528
Sparande / kvm 7 95
Rantekanslighet 11 12
Energikostnad / kvm * 223 218
Arsavgifternas andel i % av totala rérelseintékter 42 42

* Foreningen har IMD. Medlemmarna debiteras elkostnad utefter egen férbrukning.
Nettoomsattning
Roérelsens huvudintdkter, fakturerade kostnader, sidointékter samt intGktskorrigeringar.

Resultat efter finansiella poster
Resultat efter finansiella intdkter och kostnader, men fére extraordindra intdkter och kostnader.

Soliditet %
Eget kapital i relation fill balansomslutning.

Skuldrdnta %
Genomsnittlig skuldranta definieras som bokférd rantekostnad i forhdllande fill genomsnittligt fastighetsidn.

Skuld/kvm
Foreningens totala fastighetsldn dividerat med fastighetens totala lokal- samt bostadsytor.

Kosthader Intakter

Hyresintdkter .
hyresr&tt Qvriga
int&kter

Réntekostnader

Personalkostnader

Owriga
externa____

kostnader Arsavgifter

Avskrivhingar
Driftskostnader

Hyresintd kfer_/
lokal Hyresint&kter
garage & p-
plats
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Nyckeltalsdefinitioner

Arscvgift per kvm upplaten med bostadsratt: Alla drsavgifter som tas ut fér ytor uppldtna medbostadsrétt,
inklusive avgifter baserade pd& individuella méatningar av férbrukning, fordelat per kvm upplaten med
bostadsratt. Avgifter for tjiénster som en medlem kan vdja som tillval ingér inte.

Skuldsattning per kvm: Réntebdrande skulder pd balansdagen dividerat med antalet kvadratmeter uppl&tna
med bostadsrcitt och hyresrdtt, dvs. samtliga ytor som féreningen tar ut en avgift eller hyra for.

Skuldsattning per kvm upplaten med bostadsratt: Réntebdrande skulder pd balansdagen dividerat med
antalet kvadratmeter uppldtna med bostadsrétt.

Sparande per kvm: Justerat resultat férdelat per kvm upplaten med bostadsréitt och hyresrcitt. Med justerat
resultat avses &rets resultat dkat med drets avskrivningar, drets kostnad for utrangeringar och drets kostnad
for planerat underhdll samt avdrag resp. tilldgg av intdkter och kostnader som ér vasentliga och som inte ér
en del av den normala verksamheten.

Rantekdnslighet: Rantebdrande skulder pd& balansdagen dividerat med féreningens intdkter frén arsavgifter
under r&kenskapsdret. Nyckeltalet visar hur ménga procent arsavgifterna kan behdva héjas om réntan stiger
med 1 procentenhet.

Energikostnad per kvm: Kostnader fér vérme, el och vatten (inkl. kostnader som vidaredebiteras) férdelat per
kvm bostadsréitt och hyresrcitt.

Arsavgifternas andel i procent av totala rérelseintdkter: Arsavgifter dividerat med totala rérelseintékter.
Nyckeltalet visar hur stor del av féreningens totala rérelseintékter som kommer frén érsavgifter.

Upplysning vid forlust

I resultatet ingdr avskrivningar med 3 509 243 kronor, exkluderas avskrivningarna blir resultatet -1 444 691
kronor. Avskrivningar p&verkar inte féreningens likviditet. Se kassaflédesanalys for drets kassaflode. Styrelsens
beddmning dr att féreningens ekonomi @r god trots underskott under ér 2024.

Foreningen har &ven renoverat ldgenheter som kommer att uppldtas vilket har 6kat kostnaderna under 2024,
kostnaden fér renoveringarna Idgenheterna ar engdngsbelopp som péaverkar resultatet negativt. Forsdlining
av de ldgenheterna under 2025 férvantas minska Idnen med ca 14 miljoner kronor vilket gér att
réntekostnaderna minskar.
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Forandringar i eget kapital
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Insatser Ej betalda Upplatelse- Balanserat Arets
insatser avgifter resultat resultat

Belopp vid d&rets ingdng 268 851 927 -8 651 059 55267 750 - 66393569 -2782032
Resultatdisposition enligt stdmman:
Reservering fond for yttre underhdll 1917000 -1917 000
lanspréktagande av fond for yttre -1 917 000 1917 000
underhdll
Balanseras i ny r&kning -2782032 2782032
Upplatelse av ny bostadsratt 1738 323 4141 677
Arets resultat -4 953934
Belopp vid drets utgang 270 590 250 -8 651 059 59 409 427 -69175601 -4953 934
Ej inbetalda insatser per 2024-12-31 = 8 651 059 kr
Resultatdisposition
Till féreningsstammans férfogande star féljande medel:
Balanserat resultat - 69 175 601
Arets resultat - 4953 934
Totalt -74129 535
Styrelsen foreslar att medlen disponeras enligt fljande:
Reservering fond for yttre underhdill 1917 000
lanspréktagande av fond fér yttre underhdll -1917 000
Balanseras i ny rakning -74129 535
Totalt -74 129 535

Avsattning fill yttre fond sker med 0,3% av taxeringsvardet.
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Resultatrakning

1 januari - 31 december

RORELSEINTAKTER
Nettoomsattning
Ovriga rérelseintékter

Summa roérelseintdkter

RORELSEKOSTNADER
Driftkostnader

Ovriga externa kostnader
Personalkostnader
Avskrivningar

Summa roérelsekostnader

RORELSERESULTAT

FINANSIELLA POSTER

Resultat frén Gvriga finansiella anlédggningstillgdngar
Ovriga ranteintdkter och liknande resultatposter
Ra&ntekostnader och liknande resultatposter

Summa finansiella poster
RESULTAT EFTER FINANSIELLA POSTER

RESULTAT FORE SKATT

ARETS RESULTAT
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Not

AN QW

2024

12361 411
163 909

12 525 320

-10 871 802

-533 925
-285 850
-3 509 243

15 200 820

-2 675 500

11 492

9 956
-2 299 882

-2278 434

-4 953 934

-4 953 934

-4 953 934

2023

12 151 426
463 415

12 614 841

-10 356 307
-415063
-294 334

-3 485 069

-14 550 773

-1 935 932

10791
15013
-871 904

-846 100

-2 782 032

-2 782 032

-2 782 032
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Balansrakning
TILLGANGAR

ANLAGGNINGSTILLGANGAR
Materiella anlaggningstillgangar
Byggnader och mark

Inventarier, verktyg och installationer

Summa materiella anlaggningstillgangar

Finansiella anlaggningstillgangar
Langfristiga vardepappersinnehav

Summa finansiella anléggningstillgdngar

SUMMA ANLAGGNINGSTILLGANGAR

OMSATININGSTILLGANGAR

Kortfristiga fordringar

Avgifts- och hyresfordringar

Ovriga fordringar

Férutbetalda kostnader och upplupna intékter

Summa kortfristiga fordringar

Kassa och bank
Kassa och bank

Summa kassa och bank

SUMMA OMSATTNINGSTILLGANGAR

SUMMA TILLGANGAR
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Not 2024-12-31

6 304 436 992
7 3953

304 440 945

32 300

32 300

304 473 245

139 319
1101 358
8 1183735

2424 412

4064 665
4064 665

6 489 077

310 962 322

2023-12-31

307 937714
12 474

307 950 188

32 300

32 300

307 982 488

240 811
1098 297
1121 630

2460738

3215 604
3215 604

5676 342

313 658 830
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Balansrakning

EGET KAPITAL OCH SKULDER

EGET KAPITAL
Bundet eget kapital
Medlemsinsatser

Summa bundet eget kapital

Fritt eget kapital
Balanserat resultat
Arefts resultat

Summa fritt eget kapital

SUMMA EGET KAPITAL

Kortfristiga skulder

Skulder fill kreditinstitut

Leverantérsskulder

Skatteskulder

Ovriga skulder

Upplupna kostnader och férutbetalda intékter

Summa kortfristiga skulder

SUMMA EGET KAPITAL OCH SKULDER
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Not 2024-12-31 2023-12-31
321348 618 315468 618
321 348 618 315468 618
-69 175 601 -66 393 569
-4 953 934 -2 782032
-74 129 535 -69 175 601
247 219 083 246 293 017
9 58 000 000 63 000 000
2146112 9208 951
1120 866 2045 392
69 183 0
10 2 407 078 1411 470
63 743 239 67 365813
310 962 322 313 658 830
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Kassaflodesanalys

DEN LOPANDE VERKSAMHETEN

Rorelseresultat

Justeringar fér poster som inte ingdr i kassaflédet
Avskrivningar

Summa

Ovriga finansiella poster
Erhdllen rénta
Erlagd rénta

Kassafléde fran den 16pande verksamheten fére

forandringar av rorelsekapital

Kassafléde frén forandringar i rérelsekapital
Foérandring av rérelsefordringar
Férandring av rorelseskulder

Kassafléde fran den Idpande verksamheten

INVESTERINGSVERKSAMHETEN
IMD Installation

Kassafléde frdn investeringsverksamheten

FINANSIERINGSVERKSAMHETEN
Amortering

Forsalining av bostadsratt
Kassafléde fran finansieringsverksamheten
Arets kassaflode

Likvida medel vid arets bérjan

Likvida medel vid arets slut
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Not 2024-01-01 2023-01-01
2024-12-31 2023-12-31
2675 501 1935932
3 509 243 3 485 069
833 742 1549 137
11492 10791
9956 15013
2299 882 -871 904
-1 444 691 703 037
36326 -1 005 308
1377 426 611147
-30 939 -913418
0 -291 000
0 -291 000
-5.000 000 0

5 880 000
880 000 0
849 061 -1204 418
3215 604 4338 595
4064 665 3215 604
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Noter

Redovisningsprinciper

Arsredovisningen ar upprattad i enlighet med arsredovisningslagen och Bokfdringsndmndens allmdnna réd
(BFNAR) 2016:10 om dArsredovisning i mindre féretag samt BFNAR 2023:1 Kompletterande upplysningar m.m. i

bostadsrattsféreningars érsredovisning.

Avskrivning
Tillédmpade avskrivningstider:

Anldggningstillgang Nyttiandeperiod (dr)
Byggnad 2009 100
Passersystem 2016 10
Dorrar 2016 10
Nytt tatskikt terasser 5
Passersystem 2017 10
Solceller 2019 20
Forbattringsarbeten 10-50
Inventarier 10
Ombyggnad lokal 100
Pergola 10
IMD - M&tare 10
Not 1. Neftoomsattning 2024
Arsavgifter bostéder 4 649 850
Hyresintdkter bostader 171187
Hyresintdkter lokaler 6092 574
Fastighetsskatt 819 365
Debiterade elkostnader 628 435
Ovriga avgifts- och hyresbortfall 0
Totalt nettoomsdattning 12 361 411
Not 2. Ovriga rérelseintdkter 2024
Gastlagenhet 107 164
Ovriga erséttningar och intékter 56 745
Totalt 6vriga rorelseintakter 163 909

Ovriga erséttningar avser Stockholm Stads Parkering och vidarefakturering.

Avskrivning (%)
1
10
10
20
10
5
2-10
10
1
10
10

2023

4634756
299 742
5807 476
829 988
705 324
-125 860

12 151 426

2023

100 900
362 515

463 215
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Not 3. Driftkostnader

Fastighetsel

Uppvarmning

Vatten och avilopp

Soph&mtning

Obligatorisk ventilationskontroll, OVK
Hissbesikining

Grundavtal laddtjanst

Radonmatning

Energideklaration
Grovsopor/atervinning

Fastighetsskotsel

Fastighetsskotsel extra

Fastighetsstad

Teknisk forvaltning

Bevakningskostnader

Bredband

Forsakring
Fastighetsavgift/fastighetsskatt
Tomtrattsavgdlder

Férbrukningsmaterial
Férbrukningsinventarier

Ovriga driftkostnader

Reparation och underhall

Reparation och underhdll portar och I&s
Reparation och underhdll hiss
Reparation och underhdll tvattstuga
Reparation och underhaill lokaler
Reparation och underhdll hyresldgenheter
Reparation och underhdll vid uppl. bostadsrétt
Reparation och underhdill el

Reparation och underhdll uppvarmning
Reparation och underhdll VVS
Reparation och underhdll ventilation
Reparation och underhdll gard/trédgard
Reparation- och underhdlismaterial

Totalt driftkostnader

Bostadsrattsféreningen Osterbotten 32
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2024

762 601
13566511
452 477
557 123

7 500

11 463
19715
2115

0

171 058
140 796
2150
219 583
161 750
7 344
340 448
279 272
1032120
3357 533
4811
12 470
2 494
476 337
41 156
2 434

1 607
17 140
30225
1276 581
47 939
6952
19 951
28 590
21 556
0

10 871 802

2023

903 725
1239 244
361 996
425 362

0

9375
14 644
0
15000
126 984
134 856
0

207 972
119 438
7130
340 448
273 580
1034 631
3114700
4982
10 500
0

205 871
180 668
0

0

0

0
766875
122 900
32333
431 519
199 581
63 670
8 323

10 356 307
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Not 4. Ovriga externa kostnader 2024 2023
Féreningsstdmma 6272 0
Medlems- och féreningsavgifter 5 681 23 002
Arvode ekonomisk férvaltning 164 528 223 384
Extra ekonomisk férvaltning 3000 563
Revisionsarvode 37 938 26 155
Webbsida 7 255 7 055
Telefon 1 435 1384
Forluster p& avgifts- och hyresfordringar 8702 0
Advokat- och rattegdngskostnader 133 550 0
Md&klararvode 65 000 0
Konsultarvode 26 406 46 563
Bankkostnader 4 989 5001
Ovriga administrativa kostnader 7 695 4 597
Féreningsomkostnader 7 584 40 092
Ovriga kostnader 53 890 37 267
Totalt 6vriga externa kostnader 533 925 415063
Not 5. Personalkosthnader 2024 2023
Styrelsearvode 228 000 228 000
Sociala kostnader 57 850 66 334
Totalt personalkostnader 285 850 294 334
Not 6. Byggnader och mark 2024-12-31 2023-12-31
Ackumulerade anskaffningsvarden
Ing&ende anskaffningsvarden 343 457 440 343 166 440
Inkép 0 291 000
Utgdende anskaffningsvérden 343 457 440 343 457 440
Ackumulerade avskrivningar
Ing&ende avskrivningar -35519726 - 32043 229
Arets avskrivningar - 3500 722 -3 476 497
Utgdende avskrivningar -39 020 448 -35519 726
Utgdende redovisat varde 304 436 992 307 937 714
Taxeringsvarden
Taxeringsvarde byggnader 194 000 000 194 000 000
Taxeringsvarde mark 445 000 000 445 000 000
639 000 000 639 000 000
Uppdelning av taxeringsvdarde
Bostader 556 000 000 556 000 000
Lokaler 83 000 000 83 000 000
639 000 000 639 000 000
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Not 7. Inventarier, verktyg och installationer, utgaende

. .. 2024-12-31 2023-12-31
redovisat varde
Ackumulerade anskaffningsvdrden
Ing&ende anskaffningsvarden 498 445 498 445
Utgaende anskaffningsvarden 498 445 498 445
Ackumulerade avskrivningar
Ing&ende avskrivningar - 485971 - 477 399
Arets avskrivningar -8572 -8572
Utgaende avskrivningar - 494 543 - 485 971
Utgaende redovisat varde 3 902 12474
Not 8. Forutbetalda kostnader och upplupna intakter 2024-12-31 2023-12-31
Bredband 11953 11953
Forsakring 248 699 256 663
Medlem/féreningsavgifter 8 420 0
Svenska Stérningsjouren AB 7 564 7 344
FRUBO AB 17 299 16 370
Tomtrattsavgald 889 800 829 300
Summa 1183735 1121 630
Not 9. Skulder till kreditinstitut
Villkors- Rdntesats Belopp Belopp
dandringsdag 2024-12-31 2024-12-31 2023-12-31
Stadshypotek 730578 2025-01-03 4,370 % 9 000 000 14 000 000
SBAB 27 48583 9 2025-09-25 3,110% 10 000 000 10 000 000
SBAB 27 48670 3 2025-09-25 3,110% 10 000 000 10 000 000
Stadshypotek 793511 2025-12-02 3,103 % 29 000 000 29 000 000
Summa skulder till kreditinstitut 58 000 000 63 000 000
Kortfristig del av skulder till kreditinstitut -58 000 000 -63 000 000
0 0

L&n med slutbetalningsdag kommande &r redovisas enligt god redovisningssed som kortfristiga, men
féreningens I&nefinansiering dr I&ngsiktig och Idnen kommer att férléngas.

Not 10. Upplupna kostnader och férutbetalda intdkter 2024-12-31 2023-12-31
Upplupna utgiftsrantor 239 414 161 100
Forskotftsbet avgift/hyra 1614006 640775
Fastighetsel 109 725 121 105
Fiarrvérme 173 102 188 794
Avfallskostnader 59 922 50 926
Vatten 38 165 30 574
Stédning 18 164 17 331
Teknisk forvaltning (Card Point) 161750 119 438
Underhdll upplatelse bostad 0 81 427
OTIS -7 170 0
Summa 2 407 078 1411470
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Not 11. Stdllda sdkerheter 2024-12-31 2023-12-31
Fastighetsinteckningar 120 300 000 120 300 000
Summa: 120 300 000 120 300 000

Underskrifter

Stockholm enligt de datum som framgér av véra elektroniska underskrifter.

Ove Lindholm Jena Hedbeck
Ordférande Kassor

Thomas Hartsd Hans Luthander
Sekreterare Ledamot
Johan Johansson Pernilla Kallin
Ledamot Ledamot

Var revisionsberdttelse har Idmnats enligt det datum som framgdr av var elektroniska underskrift.

WeAudit Sweden AB Guila Gabriella Gittens
Anna Lemmel Intern revisor
Auktoriserad revisor
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  }
}, {
  "signeeInfo" : {
    "orgName" : "Brf Österbotten 32",
    "email" : "ordledamot1@osterbotten32.se"
  },
  "signingMetadata" : {
    "personNr" : "197201258204",
    "personSurname" : "KALLIN",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIkJyZiDDlnN0ZXJib3R0ZW4gMzIgLSDDhXJzcmVkb3Zpc25pbmcgMjAyNCIgCklEOiA5ZTM3NDQ4MC0yZmRmLTExZjAtOTRhYS0yZDIxNGEyYWVkN2IKRGF0dW06IDIwMjUtMDUtMTMKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "95301190-2fef-11f0-9572-f75540f0b87f",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiMjAyIE9yaWdpbmFsLnBkZiIKMTY0OCBmODZhIDYxMTQgMGJhMSA3MzNhIDc2NDcgZGQzMyBiZmI5IDFkZTcgM2Q2ZiA1NWVlIGQzYTcgN2U0YSBlZTlkIGVmNGIgM2NiZQotLS0tLS0tLS0t",
    "personGivenName" : "PERNILLA",
    "startDate" : "2025-05-13T11:44:09.754+0000",
    "transactionId" : "8303d50dd289bc02407d0d8869b9079b"
  },
  "time" : "2025-05-13T13:44:31.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "85.229.71.76"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "a23aff30-2fef-11f0-b46c-6b942a86a98e"
}, {
  "id" : "a2bc8b40-2fef-11f0-b46c-6b942a86a98e",
  "time" : "2025-05-13T13:44:32.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "ordforande@osterbotten32.se"
  }, {
    "email" : "kassor@osterbotten32.se"
  }, {
    "email" : "sekreterare@osterbotten32.se"
  }, {
    "email" : "ordledamot2@osterbotten32.se"
  }, {
    "email" : "ordledamot3@osterbotten32.se"
  } ]
}, {
  "id" : "c6f1bb00-2ff1-11f0-94aa-2d214a2aed7b",
  "time" : "2025-05-13T13:59:51.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "84.217.89.42"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Brf Österbotten 32",
    "email" : "ordforande@osterbotten32.se"
  }
}, {
  "signeeInfo" : {
    "orgName" : "Brf Österbotten 32",
    "email" : "ordforande@osterbotten32.se"
  },
  "signingMetadata" : {
    "personNr" : "195709110257",
    "personSurname" : "LINDHOLM",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIkJyZiDDlnN0ZXJib3R0ZW4gMzIgLSDDhXJzcmVkb3Zpc25pbmcgMjAyNCIgCklEOiA5ZTM3NDQ4MC0yZmRmLTExZjAtOTRhYS0yZDIxNGEyYWVkN2IKRGF0dW06IDIwMjUtMDUtMTMKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "e74d9310-2ff1-11f0-94aa-2d214a2aed7b",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiMjAyIE9yaWdpbmFsLnBkZiIKMTY0OCBmODZhIDYxMTQgMGJhMSA3MzNhIDc2NDcgZGQzMyBiZmI5IDFkZTcgM2Q2ZiA1NWVlIGQzYTcgN2U0YSBlZTlkIGVmNGIgM2NiZQotLS0tLS0tLS0t",
    "personGivenName" : "OVE",
    "startDate" : "2025-05-13T12:00:46.485+0000",
    "transactionId" : "135a48939308410c503b941ced5ac765"
  },
  "time" : "2025-05-13T14:01:08.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "84.217.89.42"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "f4d1f670-2ff1-11f0-8d09-fdab8de82aef"
}, {
  "id" : "f59ac4b0-2ff1-11f0-8d09-fdab8de82aef",
  "time" : "2025-05-13T14:01:10.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "kassor@osterbotten32.se"
  }, {
    "email" : "sekreterare@osterbotten32.se"
  }, {
    "email" : "ordledamot1@osterbotten32.se"
  }, {
    "email" : "ordledamot2@osterbotten32.se"
  }, {
    "email" : "ordledamot3@osterbotten32.se"
  } ]
}, {
  "id" : "dd0aa9a0-2ff2-11f0-8d09-fdab8de82aef",
  "time" : "2025-05-13T14:07:38.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "94.62.131.68"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Brf Österbotten 32",
    "email" : "ordledamot2@osterbotten32.se"
  }
}, {
  "signeeInfo" : {
    "orgName" : "Brf Österbotten 32",
    "email" : "ordledamot2@osterbotten32.se"
  },
  "signingMetadata" : {
    "personNr" : "197511095536",
    "personSurname" : "JOHANSSON",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIkJyZiDDlnN0ZXJib3R0ZW4gMzIgLSDDhXJzcmVkb3Zpc25pbmcgMjAyNCIgCklEOiA5ZTM3NDQ4MC0yZmRmLTExZjAtOTRhYS0yZDIxNGEyYWVkN2IKRGF0dW06IDIwMjUtMDUtMTMKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "e0eaa2f0-2ff2-11f0-b46c-6b942a86a98e",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiMjAyIE9yaWdpbmFsLnBkZiIKMTY0OCBmODZhIDYxMTQgMGJhMSA3MzNhIDc2NDcgZGQzMyBiZmI5IDFkZTcgM2Q2ZiA1NWVlIGQzYTcgN2U0YSBlZTlkIGVmNGIgM2NiZQotLS0tLS0tLS0t",
    "personGivenName" : "JOHAN",
    "startDate" : "2025-05-13T12:07:45.287+0000",
    "transactionId" : "009590db575d81811192b179c6a80287"
  },
  "time" : "2025-05-13T14:08:05.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "94.62.131.68"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "ed0da190-2ff2-11f0-9572-f75540f0b87f"
}, {
  "id" : "ed9a5130-2ff2-11f0-9572-f75540f0b87f",
  "time" : "2025-05-13T14:08:06.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "ordforande@osterbotten32.se"
  }, {
    "email" : "kassor@osterbotten32.se"
  }, {
    "email" : "sekreterare@osterbotten32.se"
  }, {
    "email" : "ordledamot1@osterbotten32.se"
  }, {
    "email" : "ordledamot3@osterbotten32.se"
  } ]
}, {
  "id" : "24a66b50-2ff3-11f0-83f2-f583da122a7e",
  "time" : "2025-05-13T14:09:38.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "194.39.218.10"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Brf Österbotten 32",
    "email" : "kassor@osterbotten32.se"
  }
}, {
  "signeeInfo" : {
    "orgName" : "Brf Österbotten 32",
    "email" : "kassor@osterbotten32.se"
  },
  "signingMetadata" : {
    "personNr" : "196509201270",
    "personSurname" : "Hedbeck",
    "tbs" : "SSBzaWduOiAiQnJmIMOWc3RlcmJvdHRlbiAzMiAtIMOFcnNyZWRvdmlzbmluZyAyMDI0IiAKSUQ6IDllMzc0NDgwLTJmZGYtMTFmMC05NGFhLTJkMjE0YTJhZWQ3YgpEYXRlOiAxMy8wNS8yMDI1Cgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "f8547b90-2ff3-11f0-92c8-4742d5447708",
    "tbsHidden" : "LS0tLS0tLS0tLQpDb250ZW50OgoKIjIwMiBPcmlnaW5hbC5wZGYiCjE2NDggZjg2YSA2MTE0IDBiYTEgNzMzYSA3NjQ3IGRkMzMgYmZiOSAxZGU3IDNkNmYgNTVlZSBkM2E3IDdlNGEgZWU5ZCBlZjRiIDNjYmUKLS0tLS0tLS0tLQ==",
    "personGivenName" : "Jena Csaba",
    "startDate" : "2025-05-13T12:15:34.097+0000",
    "transactionId" : "b5347285f0348f3943d01756183688bd"
  },
  "time" : "2025-05-13T14:15:56.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "194.39.218.10"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "059e1fe0-2ff4-11f0-92c8-4742d5447708"
}, {
  "id" : "064b01b0-2ff4-11f0-92c8-4742d5447708",
  "time" : "2025-05-13T14:15:57.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "ordforande@osterbotten32.se"
  }, {
    "email" : "sekreterare@osterbotten32.se"
  }, {
    "email" : "ordledamot1@osterbotten32.se"
  }, {
    "email" : "ordledamot2@osterbotten32.se"
  }, {
    "email" : "ordledamot3@osterbotten32.se"
  } ]
}, {
  "id" : "b4c13080-2ff8-11f0-b46c-6b942a86a98e",
  "time" : "2025-05-13T14:49:27.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "84.217.89.78"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Brf Österbotten 32",
    "email" : "ordledamot3@osterbotten32.se"
  }
}, {
  "id" : "4beaa110-2ffb-11f0-92c8-4742d5447708",
  "time" : "2025-05-13T15:08:00.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "84.217.89.78"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Brf Österbotten 32",
    "email" : "ordledamot3@osterbotten32.se"
  }
}, {
  "signeeInfo" : {
    "orgName" : "Brf Österbotten 32",
    "email" : "ordledamot3@osterbotten32.se"
  },
  "signingMetadata" : {
    "personNr" : "196005072712",
    "personSurname" : "Luthander",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIkJyZiDDlnN0ZXJib3R0ZW4gMzIgLSDDhXJzcmVkb3Zpc25pbmcgMjAyNCIgCklEOiA5ZTM3NDQ4MC0yZmRmLTExZjAtOTRhYS0yZDIxNGEyYWVkN2IKRGF0dW06IDIwMjUtMDUtMTMKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "4e8b1580-2ffb-11f0-94aa-2d214a2aed7b",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiMjAyIE9yaWdpbmFsLnBkZiIKMTY0OCBmODZhIDYxMTQgMGJhMSA3MzNhIDc2NDcgZGQzMyBiZmI5IDFkZTcgM2Q2ZiA1NWVlIGQzYTcgN2U0YSBlZTlkIGVmNGIgM2NiZQotLS0tLS0tLS0t",
    "personGivenName" : "Hans Viking",
    "startDate" : "2025-05-13T13:08:05.183+0000",
    "transactionId" : "ca816b8494ee7dfb6ec0e21b0d58a985"
  },
  "time" : "2025-05-13T15:08:16.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "84.217.89.78"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "553c5740-2ffb-11f0-b46c-6b942a86a98e"
}, {
  "id" : "5600b8b0-2ffb-11f0-b46c-6b942a86a98e",
  "time" : "2025-05-13T15:08:17.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "ordforande@osterbotten32.se"
  }, {
    "email" : "kassor@osterbotten32.se"
  }, {
    "email" : "sekreterare@osterbotten32.se"
  }, {
    "email" : "ordledamot1@osterbotten32.se"
  }, {
    "email" : "ordledamot2@osterbotten32.se"
  } ]
}, {
  "id" : "7ba9f560-2ffe-11f0-92c8-4742d5447708",
  "time" : "2025-05-13T15:30:49.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "84.217.89.103"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Brf Österbotten 32",
    "email" : "sekreterare@osterbotten32.se"
  }
}, {
  "signeeInfo" : {
    "orgName" : "Brf Österbotten 32",
    "email" : "sekreterare@osterbotten32.se"
  },
  "signingMetadata" : {
    "personNr" : "196101100110",
    "personSurname" : "Hartsö",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIkJyZiDDlnN0ZXJib3R0ZW4gMzIgLSDDhXJzcmVkb3Zpc25pbmcgMjAyNCIgCklEOiA5ZTM3NDQ4MC0yZmRmLTExZjAtOTRhYS0yZDIxNGEyYWVkN2IKRGF0dW06IDIwMjUtMDUtMTMKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "acbd9670-2ffe-11f0-92c8-4742d5447708",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiMjAyIE9yaWdpbmFsLnBkZiIKMTY0OCBmODZhIDYxMTQgMGJhMSA3MzNhIDc2NDcgZGQzMyBiZmI5IDFkZTcgM2Q2ZiA1NWVlIGQzYTcgN2U0YSBlZTlkIGVmNGIgM2NiZQotLS0tLS0tLS0t",
    "personGivenName" : "Thomas",
    "startDate" : "2025-05-13T13:32:11.701+0000",
    "transactionId" : "e056e87dca9d4887e44873ff9102fc41"
  },
  "time" : "2025-05-13T15:32:41.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "84.217.89.103"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "be789ea0-2ffe-11f0-9572-f75540f0b87f"
}, {
  "id" : "bf22c150-2ffe-11f0-9572-f75540f0b87f",
  "time" : "2025-05-13T15:32:42.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "ordforande@osterbotten32.se"
  }, {
    "email" : "kassor@osterbotten32.se"
  }, {
    "email" : "ordledamot1@osterbotten32.se"
  }, {
    "email" : "ordledamot2@osterbotten32.se"
  }, {
    "email" : "ordledamot3@osterbotten32.se"
  } ]
}, {
  "id" : "bf23d2c0-2ffe-11f0-9572-f75540f0b87f",
  "time" : "2025-05-13T15:32:42.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "anna.lemmel@weaudit.se"
  }, {
    "email" : "guila.norrstrom@ecit.se"
  } ]
}, {
  "id" : "21e4ee70-3000-11f0-83f2-f583da122a7e",
  "time" : "2025-05-13T15:42:37.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "98.128.171.138"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Intern Revisor",
    "email" : "guila.norrstrom@ecit.se"
  }
}, {
  "id" : "be5dd6c0-3016-11f0-83f2-f583da122a7e",
  "time" : "2025-05-13T18:24:28.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "84.217.89.59"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Intern Revisor",
    "email" : "guila.norrstrom@ecit.se"
  }
}, {
  "id" : "05455f70-301e-11f0-8d09-fdab8de82aef",
  "time" : "2025-05-13T19:16:34.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "84.217.89.59"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Intern Revisor",
    "email" : "guila.norrstrom@ecit.se"
  }
}, {
  "id" : "41d49b90-301e-11f0-92c8-4742d5447708",
  "time" : "2025-05-13T19:18:16.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "84.217.89.59"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Intern Revisor",
    "email" : "guila.norrstrom@ecit.se"
  }
}, {
  "signeeInfo" : {
    "orgName" : "Intern Revisor",
    "email" : "guila.norrstrom@ecit.se"
  },
  "signingMetadata" : {
    "personNr" : "196902079380",
    "personSurname" : "GITTENS NORRSTRÖM",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIkJyZiDDlnN0ZXJib3R0ZW4gMzIgLSDDhXJzcmVkb3Zpc25pbmcgMjAyNCIgCklEOiA5ZTM3NDQ4MC0yZmRmLTExZjAtOTRhYS0yZDIxNGEyYWVkN2IKRGF0dW06IDIwMjUtMDUtMTMKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "ab2fb590-3021-11f0-9572-f75540f0b87f",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiMjAyIE9yaWdpbmFsLnBkZiIKMTY0OCBmODZhIDYxMTQgMGJhMSA3MzNhIDc2NDcgZGQzMyBiZmI5IDFkZTcgM2Q2ZiA1NWVlIGQzYTcgN2U0YSBlZTlkIGVmNGIgM2NiZQotLS0tLS0tLS0t",
    "personGivenName" : "GUILA",
    "startDate" : "2025-05-13T17:42:41.477+0000",
    "transactionId" : "b35e4ff93bdc66e5f1e48ec74c9e6be8"
  },
  "time" : "2025-05-13T19:43:05.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "84.217.89.59"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "b9c7abd0-3021-11f0-b46c-6b942a86a98e"
}, {
  "id" : "ba916470-3021-11f0-b46c-6b942a86a98e",
  "time" : "2025-05-13T19:43:07.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "ordforande@osterbotten32.se"
  }, {
    "email" : "kassor@osterbotten32.se"
  }, {
    "email" : "sekreterare@osterbotten32.se"
  }, {
    "email" : "ordledamot1@osterbotten32.se"
  }, {
    "email" : "ordledamot2@osterbotten32.se"
  }, {
    "email" : "ordledamot3@osterbotten32.se"
  }, {
    "email" : "anna.lemmel@weaudit.se"
  } ]
}, {
  "id" : "57db0370-30aa-11f0-90f8-b9a73f1c65e2",
  "time" : "2025-05-14T12:01:02.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "109.228.173.70"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Revisor - WeAudit",
    "email" : "anna.lemmel@weaudit.se"
  }
}, {
  "signeeInfo" : {
    "orgName" : "Revisor - WeAudit",
    "email" : "anna.lemmel@weaudit.se"
  },
  "signingMetadata" : {
    "personNr" : "197205161545",
    "personSurname" : "LEMMEL",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIkJyZiDDlnN0ZXJib3R0ZW4gMzIgLSDDhXJzcmVkb3Zpc25pbmcgMjAyNCIgCklEOiA5ZTM3NDQ4MC0yZmRmLTExZjAtOTRhYS0yZDIxNGEyYWVkN2IKRGF0dW06IDIwMjUtMDUtMTMKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "bcc31340-30aa-11f0-8d3b-79c5ff38a3e5",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiMjAyIE9yaWdpbmFsLnBkZiIKMTY0OCBmODZhIDYxMTQgMGJhMSA3MzNhIDc2NDcgZGQzMyBiZmI5IDFkZTcgM2Q2ZiA1NWVlIGQzYTcgN2U0YSBlZTlkIGVmNGIgM2NiZQotLS0tLS0tLS0t",
    "personGivenName" : "ANNA",
    "startDate" : "2025-05-14T10:03:52.048+0000",
    "transactionId" : "7baa466cd7eafce37692fefd9cd52696"
  },
  "time" : "2025-05-14T12:04:08.000+0200",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "109.228.173.70"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "c6cbe470-30aa-11f0-931b-ada3d561cd4c"
} ]
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Purpose

This document gives an introduction to the collection of reference documentation added to each
agreement signed using Egreement’s service. In case of agreement disputes, this documents and its
referrals should be used as a handbook on how to verify agreements.

Overview

Agreement and workflow basics are introduced in this document in order to be able to understand the
reference documentation.

Glossary

Term Description

Agreement File Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.

Agreement Creator User who creates the initial agreement and add
contracting parties.

API Application Programming interface

Audit Log The log of events associated with each agreement.

CMS Cryptographic Message Syntax

Container The file which holds the agreement including all

metadata such as audit log, documentation,
verification, Etc.

Contracting Party User who is to sign an agreement.

Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com

EID Electronic identity such as a certificate or online
identity of some kind.

Hash A cryptographic hash, see Signing
JSON JavaScript Object Notation

NTP Network Time Protocol

OCSP Online Certificate Status Protocol
PKCS Public Key Cryptography Standards



https://www.egreement.com



Term Description

PKI Public Key Infrastructure
PDF Portable Document Format from Adobe Systems
Signee When a contracting party has signed an

agreement, the party becomes a signee.

TBS To Be Signed. A textual representation of an
agreement.
Verification Page(s) appended to the end of the visible part of

the agreement, summarizing agreement
information, including a timeline.

XML Extensible Markup Language

Agreement Basics

An agreement has a number of artifacts that together form an agreement:

@greement

Agreement Name

Agreement ID

Agreement files Audit log

Attachment-1 Created
Attachment-2 User 1 viewed
Attachment-3 User 1 signed

User 2 viewed

User 2 signed

Figure 1. Agreement content

* Agreement name chosen by Agreement Creator.
* Agreement ID automatically generated by Egreement’s system.
* Files of different formats, such as text or images, that form the contractual part of the agreement.

* Audit log, created by the Egreement system, keeping records of all major events that have taken





place in the process of concluding the agreement.

» Reference documentation on how Egreement manages agreement creation, signing and conclusion.
This very document is the introduction and first part of the reference documentation.

Version Properties

The following properties apply for the current version of the agreement implementation:

» Agreement File hash algorithm: SHA-256
» Agreement File hash encoding: Hex string
 Reference documents:

o Overview

o Container Format

o Signing

o Validation

Workflow

The Egreement workflow contains a number of stages.

Create agreement - Start
Add agreement files - Upload attachments
Add contracting parties - Add people who are to sign the agreement

Signature creation - All contracting parties sign the agreement

S

Download - Agreement can be downloaded (optional)

Agreement Creation

When an agreement is to be created, the user chooses a name for the agreement and an ID is
automatically generated.

Agreement Files

An agreement file is a part of the agreement. The file can be of any format. If the file format can be
presented by the Egreement software, a visual representation will be shown to the contracting parties.





Contracting Parties

After the agreement has been set up, all contracting parties who should sign the agreement are added.

Signature Creation

The user should always sign the complete agreement including all attached files. Metadata which will
serve as proof of user consent to the agreement will be automatically added by the system, making the
agreement tamper-proof and self-contained. Each signee can choose from a set of signature methods.
The actual signature creation is handled differently depending on signing method.

In the signature workflow, a number of signees can individually sign the same agreement. The
aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing
is described in detail in Signing.

After the last signee has signed, the agreement will be concluded and therefore the process and
agreement files will be closed.

Download

It is possible to download an agreement from the system to store it offline. The downloaded agreement
is tamper-proof, as all parts of the agreement, including main file, attachments and all other artifacts,
are tied to every individual signee. Since this downloaded agreement is more than just a document, it
is referred to as a Container.

Egreement currently supports PDF as container-format which is described more in detail in Container
Format.

Logging
All actions associated with the agreement are stored in the audit log.
Dispute

In case of dispute about a signed agreement where the different signees disagree, the Validation
document describes the process how to verify the agreement’s validty.

Reference Documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.





Document name

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker
Swisscom AIS
Swisscom SRS

Cryptographic Message Syntax

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3
All-in Signing Service Reference Guide, v2.15
Integration Guide Smart Registration Service, v1.8

https://www.ietf.org/rfc/rfc2630
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Purpose

This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate
agreements concluded through the Egreement application. The document describes the content,
structure and semantics of the agreement container, required to understand in order to evaluate
agreements or settle possible disputes.

Overview

An agreement in the Egreement sense is not just a single document. Instead, an agreement is a
collection of different information artifacts concerning an agreement made between one or more
contracting parties. Artifacts can be the text on which agreement parties are to agree, individual
parties’ acceptance statements, or records of the events associated with the conclusion of the
agreement. In order to store this information in a secure and self-contained manner, a Container is
needed. The container is simply a file storing all the information needed in a structured and well-
defined way.

Generic Container Structure

The container includes the following artifact types:

* Agreement File - One or more documents, or other types of files (such as images), either uploaded
by the agreement creator or provided by the Egreement application, that togehter constitute the
agreement.

* Audit Log - A log, created by the Egreement system, with recordings of all major events that have
taken place in the process of concluding the agreement.

* Reference Documentation - Documentation how Egreement manages agreement creation, signing
and closing.

* Verification - An agreement summary, including a listing of included agreement files, signees and
an extract of the audit log.

PDF Container

The container format used by Egreement is PDF. All of the listed artifact types are stored as so called
attachments in the PDF container. The reason for adding agreement artifacts as attachments is that
this makes it possible to provide traceability throughout the complete signing process. In order for a
reader to easily be able to view the contents of the agreement, a selection of the attachments is
"mirrored" to the main (visible) part of the PDF.





@greement PDF Container

— il “

Agreement File 1
Agreement File 2
Visualization of Agreement File N
Agreement File 1-N
Reference Documentation 1
Reference Documentation 2
Reference Documentation N

Audit Log I

Verification I Verification I

Figure 1. Container Overview

Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is
recommended to use the official Adobe Acrobat Reader to view Egreement PDF
containers.

Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also
note that the description field holds the artifact type of the attachment.

@ Attachments X
@ B &
Name ~ Description Modified
5 01-CarContract.pdf Agreement File-456-5654-10  29/04/16 14:25:26
i‘ 02-Carlmage.jpg Agreement File-456-5654-12 29/04/16 14:25:27
) 03-CarSound.m4a Agreement File-456-5654-13  28/04/16 14:25:27
: 04-auditlog.json Audit Log 29/04/16 14:25:27
= 05-Overview.pdf Reference Documentation 29/04/16 14:25:27
= 06-ContainerFormat.pdf Reference Documentation 29/04/16 14:25:27
5 07-Signing.pdf Reference Documentation 29/04/16 14:25:27
= 08-Validation.pdf Reference Documentation 29/04/16 14:25:27
= 09-verification.pdf Verification 29/04/16 14:25:27

Figure 2. PDF Attachments





How to Validate

The container is a valid PDF agreement if it holds the artifacts defined above.

Container Content

Agreement File

Artifact type: Agreement file

Agreement files are the parts of the agreement which the agreement creator uploads or selects to be
included. These could be documents, forms, images or virtually any type of file. Furthermore,
agreement files can be divided into two categories, agreement files possible to visualize and non-
possible to visualize.

Agreement Files Possible to Visualize

Files possible to visualize, are added as attachments to the container just as all other artifact types, but
they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view
the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,
image-type files and text files.

Agreement Files Non-Possible to Visualize

Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,
though it is represented with name, size and hash of the file. These file types are typically technically
hard or impossible to create a visual representation of, e.g. a sound file or a video file.

How to Validate

To understand what has been agreed and to establish if there is a dispute or if the disagreement
between the contracting parties is actually covered by the agreement, please read and understand the
actual content of the agreement.

Audit Log

Artifact type: Audit log

The audit log attachment is a well-defined, JSON formatted, document presenting all the important
events that have occurred from when the agreement was created until the agreement was closed.
Refer to the "Workflow" chapter in Overview for more details.

The following audit log entry types are defined:





* Agreement Created

* Agreement Viewed

* Agreement Signed

* Agreement Rejected

* Agreement ExpireOn Changed

* Message Sent

The different log entry types are described in detail below.

Common Structures
All log entry types share common information that is included in every log entry logged.

Table 1. Common Attributes

Parameter name Parameter value example(s)  Description

time 2016-03-21T10:03:28.010+0000  Time when the entry was logged
as yyyy-MM-dd'T'HH:mm:ss.SSSZ.

id 540431, 1e8f69a4-07c1-11e8- An ID of this particular event

ba89-0ed5f89f718b (can either be a numeric long

value or Time based UUID).

event(lass agreement_created Name of the type, as listed
below.

eventld 10 Each type includes a set of IDs.

See respective log entry type
description for details.

userInfo See UserInfo Information about a user.

UserInfo

The UserInfo structure holds information about the user triggering an event, users being contracting
parties of an agreement as well as other users. Note that only a subset of the parameters is included,
depending on the situation where the UserInfo structure is used.

Table 2. UserInfo

Parameter name Parameter value example(s)  Description

ipAddress 212.94.55.131 The IP address of the user.

email Jjohn@example.org The user’s email address.

mobile +4670123456789 The user’s mobile phone
number.



https://en.wikipedia.org/wiki/Universally_unique_identifier



Parameter name

personNr

personName

personGivenName
personSurname

orgNr

orgName

AgreementFileInfo

Parameter value example(s)

19550505-1234 (Sweden),
220750-999Y (Finland)

John Smith

John
Smith

551234-1234

Acme AB

Description

The user’s personal identity
number.

The first and last name of the
user.

The first name of the user.
The last name of the user.

The organization number of the
organization on behalf of which
the user is operating.

The organization name of the
organization on behalf of which
the user is operating.

The AgreementFileInfo structure holds information about an agreement file, e.g. a PDF uploaded by the

user. See Agreement File.

Table 3. AgreementFileInfo

Parameter name

fileld

fileName

fileMimetype

fileSize

fileHash

How to Validate

Parameter value example(s)

6572354654, 75928ba0-2369-
11e8-b467-0ed5f89f718b

MyEmployeeAgreement.pdf

application/pdf
42253

3d7c514b...66b786a4

See Validation how to validate the entire audit log.

Agreement Created

Description

The system generated ID of the
agreement file (can either be a
numeric long value or Time
based UUID).

The user defined name of the
agreement file.

The agreement file mime type.

The size, in bytes, of the
agreement file.

The hash of the agreement file,
encoded as a hex string.

This event is logged when the agreement is created. This is always the first log entry for each
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agreement, i.e. no events can take place before this event has occurred.

* EventClass: agreement_created

 Eventld:

> 10: When a private user creates an agreement using the web application.

> 11: When a company user creates an agreement using the web application.

> 12: Agreement created using the APIL.

Table 4. Agreement Created Specific Information

Parameter name Parameter value example(s)

agreementName MyEmployeeAgreement

agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b

agreementVersion 1.18

agreementlocale sv_SE

signees List of UserInfo

agreementFiles List of AgreementFileInfo

How to Validate

Description

User specified name of the
agreement.

System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).

Version of the agreement
container format.

Locale of the agreement
container.

A listing of the signees defined
as parties in the agreement.

A listing of the agreement files
included in the agreement.

Validating this audit entry requires a number of steps all documented below.

EventTypeld Validation

Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.

Table 5. EventType effect on UserlInfo

Type How to validate UserInfo

10 orghr and orgName must not be set

1 personNr, orgNr and orgName must be set
12 orgNr and orgName must be set
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Agreement Metadata

All metadata parameters must be validated according to table below.

Table 6. Agreement Created Metadata Verification

Parameter name How to validate

agreementName Must be present

agreementId Must be present

agreementVersion Must be less than or equal to 1.16
agreementlocale If present, Must be a valid locale and container

verification page must be in this language
signees See Signees Validation

agreementFiles See Agreement File Validation

Agreement File Validation

Validate that all Agreement File are the correct ones, that they are included, and that there are no
additional files than the ones listed in the audit log.

Audit Log

Check all agreement files in this audit entry and verify that they all exist in the container. Do this by
identifying the attachment by the ID and name stated in the audit entry.

Attachments

Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and
make sure that they are all listed in the create agreement audit entry.

Check Hashsums

For each agreement file, compute the hash and check that the hash in the audit entry is correct.

Signees Validation

Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees
is equal to the number of Agreement Signed entries.

Agreement Viewed
This event is logged every time an agreement is viewed or downloaded.

» EventClass: agreement_viewed
e Eventld:

o 20: When a user views an agreement using the web application.





> 27: When a user views an agreement using a mail link.
o 22: When a user views an agreement by downloading it using the web application.

> 23: When a user views an agreement using a mail link that is protected using two-factor
authentication.

Agreement Viewed Specific Information

None

How to Validate

Check that time of entry is after Agreement Created.

Agreement Signed
This event is logged every time a user signs an agreement.

* EventClass: agreement_signed

* Eventld:
> 30: When a user signs the agreement, not being the last signee.
> 31: When a user signs the agreement as the last signee.

> 32: When a user tries to sign the agreement but signing fails.

Table 7. Agreement Signed Specific Information

Parameter name Parameter value example Description
signeelnfo See UserInfo Information about the signee.
signMetadata See SignMetadata Signing metadata produced in

the signing process.

Table 8. SignMetadata

Parameter name Parameter value example Description

signatureMethod bankid The ID of the signing method
used.

signature PD94bWwgdm...duYXR1lcmU+  The signature, base64 encoded.

The underlying format depends
on the signature method used.

ocspResponse MIIEXgoBAK...jks3yrAUVE The OCSP response message,
base64 encoded. This parameter
is only included for some signing
methods.





Parameter name Parameter value example Description

message MzJhMDYXN2FhYjRjOWZINzI1Zj The text shown to the signee
FINWJJNDQxM,;... before approving the signature
request. Text is NOT signed, just
kept for audit purposes.

tbs SSBzaWduOiAiQ29udHJhY3QiIA The text being signed by the
PJRDogNjdKkN2... signee using the signing method
encoded as base64. This
parameter is only included for
some signing methods and may
vary between signing methods
and localizations.

tbsHidden LSOtLSOtLSOtLQpDb250ZW500g Hidden additional text also
oKImJsdWUucG... being signed, base64 encoded.
This parameter is only included
for some signing methods.

How to Validate

Check that time of entry is after Agreement Created.

EventType Validation

Table 9. EventType effect on validation

Type How to act
30 Verify as described below.
31 Verify as describe below, and once done, check

that there are no more Agreement Signed entries
in the audit log.

TBS Validation

In case of an advanced or qualified signature methods, the TBS (including the hidden TBS where
applicable) will be stored as a part of SignMetadata.

For simple electronic signature methods, TBS validation is not applicable.

Signature Validation

Fetch the signature method pointed out by SigningMethod and verify the signature according to the
corresponding chapter in Signing

Signee Validation

The output from the Signature Validation should be validated according to table below.





Output type How to validate

Signature time If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.

User attributes Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.

TBS or hash of TBS If TBS validation applies, check that TBS and/or

tbsHidden matches the SignMetadata.

Hash algorithm If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.

Agreement Rejected
This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.

* EventClass: agreement_rejected
* Eventld:
o 40: Agreement rejected by user.
o 41: Agreement auto-rejected due to validity timeout.

o 42: Agreement withdrawn by agreement creator.

Agreement Rejected Specific Information

None

How to Validate

If one of these audit entries are found, the agreement is not a valid agreement.

Agreement ExpireOn Changed
This event is logged when the agreement expiry date is changed.

* EventClass: agreement_expire_on_changed
e Eventld:

o 80: Agreement expiry date changed by user.

Table 10. Agreement ExpireOn Changed Specific Information

10





Parameter name Parameter value example Description

agreementPreviousExpireOn 2016-03-21T10:03:28.010+0000  Time when agreement was

scheduled to expire as yyyy-Mm-
dd'T'HH:mm:ss.SSSZ.

agreementExpireOn 2016-03-31T10:03:28.010+0000  Time when agreement is

scheduled to expire as yyyy-Mm-
dd'T'HH:mm: ss.SSSZ.

How to Validate

Check that time of entry is after Agreement Created.

Message Sent

A message is logged each time the system sends a mail to parties involved in the agreement.

* EventClass: message_sent

* Eventld:

[

o

50:
51:

52

53:
54:
55:

56

57:
58:
60:

Message sent due to event IDs: 10-12

Message sent due to event ID: 30.

: Message sent due to event ID: 31.

Message sent due to event ID: 40.
Message sent due to event ID: 41.

Message sent when agreement is shared.

: Message sent when agreement sharing is cancelled.

Message sent when agreement validity is about to expire.
Message sent as a reminder of agreement creation.

Message sent due to event ID: 20-23.

Table 11. Message Sent Specific Information

Parameter name Parameter value example Description

sentTo

List of UserInfo A listing of the users to whom
the message is sent.

How to Validate

Check that time of entry is after Agreement Created.

11





Format

The audit log is included in the container as a JSON-formatted file.

Audit log example

[ {
"agreementId" : "160400034502",
"agreementName" : "Package patent",
"agreementVersion" : "1.16",

"agreementlocale": "sv_SE",
"agreementFiles" : [ {
"fileSize" : "722085",
"fileId" : "4081",
"fileHash" : "01e70b3f3d48df504119a912e171df2f2533a2a8bf73d052¢c004e27bf64671a0",
"fileMimetype" : "application/pdf",
"fileName" : "patent.pdf"
oA
"fileSize" : "180269",
"fileId" : "4082",
"fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec46",
"fileMimetype" : "image/png",
"fileName" : "figl.png"
1L
"signees" : [ {
"personNr" : "191111112222",

"personName" : "Alice A"

oA
"personNr" : "193333334444",
"personName" : "Bob B"

1L

"id" : 778333,

"time" : "2016-04-26T716:39:30.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

I

"event(Class" : "agreement_created",

"eventId" : 10

oA
"id" : 778334,

"time" : "2016-04-26T716:39:31.000+0000",
"eventId" : 50,

"event(Class" : "message_sent",
"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
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"ipAddress" : "1.2.3.4"

H

"sentTo" : [ {
"email" : "alice.a@eavtal.se",
"personName" : "Alice A"

Frp
"personName" : "Alice A",
"mobile" : "+4670123456789"

} ]

oA

"signingMethod" : "bankid",

"signeelnfo" : {
"personSurname" : "B",
"personNr" : "193333334444",
"personGivenName" : "Bob",
"personName" : "Bob B"

}

igningMetadata" : {

"ocspResponse” : "MII...z5Q==",

"startDate" : "2016-04-26716:39:32.000+0000",
"signatureMethod" : "bankid",

"signature" : "PD9...cmU+"

I

"id" : 778335,

"time" : "2016-04-26T16:39:43.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

I

"event(Class" : "agreement_signed",

"eventId" : 30

} ]

Reference Documentation

Artifact type: Reference documentation

Included in the container is also the reference documentation which documents the container format,
overview and details about signing and validation, Etc.

Table 12. Reference Documentation
Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.
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Document name

Container Format
Signing
Validation
BankidValidation
Telia Tunnistus

Nets eID Broker

Cryptographic Message Syntax

Verification

Artifact type: Verification

The verification page is included as an attachment in the container, and is also mirrored to the visible
part of the container PDF. The purpose of the verification is to provide the reader with a summary of
the content of the agreement, in combination with important events that have occurred during the
agreement creation and signing process. An overview of the contents of the verification is given below.

Basic Information

Includes the most basic, and always present, information of the agreement. See Agreement Created for

more details.

* Agreement ID
* Agreement name
* Agreement version

e Creation date

Agreement Files

Lists the different files that the agreement includes. This is primarily the documents uploaded by the

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3

https://www.ietf.org/rfc/rfc2630

user, which include agreement text and other data. See AgreementFileInfo for more details.

Each agreement file is listed with the following properties:

* Agreement file ID
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* Agreement file name
* Agreement file mime type
* Agreement file size

» Agreement file hash

Signees

Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed
with the following properties:

* Signee person number ID

* Signee name

» Signee sign date

Audit Log Extract

The verification ends with a summarizing extract from the audit log. It includes the most important
events and information from the audit log, whereas audit information that is of secondary importance
is filtered out.

Change Log

Agreement Version : 1.1

» Date of Change : 2017-02-28
* Logs

o Representation of agreement parts which are not possible to visualize are to include last
modified date along with the existing information (Name, Size, Hash).

o

Layout is also changed to display the additional information vertically.
o Agreement File section of Verification page to include last modified date & time.

o ToBeSigned (TBS) text is separated into two types(visible & hidden).

Agreement Version : 1.2

* Date of Change : 2017-03-15
* Logs
o File Title is included in non visible agreement parts.

- Removed file Hash information from Attest Page and included file title
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Agreement Version : 1.3

» Date of Change : 2017-06-21
* Logs

o New Signature Methods EMail signature & Email signature with OneTimePassword introduced

Agreement Version : 1.4

* Date of Change : 2018-02-01
* Logs
o Audit Events are allowed to have id as Long (number) or UUID

o New Signature Method Click signature introduced

Agreement Version : 1.5

* Date of Change : 2018-05-31
* Logs

> Norwegian BankID is introduced

Agreement Version : 1.6

* Date of Change : 2018-07-31
* Logs

o More information about signature added on attest page

Agreement Version : 1.7

* Date of Change : 2019-01-16
* Logs

o Draw signature image added on attest page

Agreement Version : 1.8

» Date of Change : 2019-02-01
* Logs

o Message Sent for viewed event added in auditlog.json
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Agreement Version : 1.9

» Date of Change : 2019-04-04
* Logs

o Agreement locale added for agreement created event in auditlog.json

Agreement Version : 1.10

* Date of Change : 2019-05-16
* Logs

- Enable rendering of txt files on visual part of the PDF.

Agreement Version : 1.11

* Date of Change : 2019-05-14
* Logs

o Agreement expire on changed event added in auditlog.json

Agreement Version : 1.12

* Date of Change : 2020-04-20
* Logs

o Localized signing method display text on attest page & in auditlog.json

Agreement Version : 1.13

» Date of Change : 2020-10-22
* Logs

o Finnish EID is introduced

Agreement Version : 1.14

* Date of Change : 2021-08-03
* Logs

o TBS explanation is extended
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Agreement Version : 1.15

* Date of Change : 2021-11-07
* Logs
o Norwegian BankID signing documentation is updated

> Norwegian BankID signing by the means of authentication is introduced

Agreement Version : 1.16

» Date of Change : 2022-04-30
* Logs

o Danish signing using MitID is introduced

Agreement Version : 1.17

* Date of Change : 2022-07-15
* Logs
o Watermark logo removed

o Verification page logo changed

Agreement Version : 1.18

* Date of Change : 2023-10-02
* Logs

o Qualified electronic signing using Swisscom Mobile ID is introduced

Agreement Version : 1.19

* Date of Change : 2024-04-17
* Logs
o Watermark logo added

o Verification page logo changed

Reference Documentation
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Document name

Overview

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker
Swisscom AIS
Swisscom SRS

Cryptographic Message Syntax

Description

Gives an overview of the Egreement agreement
function and links to the other documents.

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3
All-in Signing Service Reference Guide, v2.15
Integration Guide Smart Registration Service, v1.8

https://www.ietf.org/rfc/rfc2630
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Purpose

The purpose of this document is to provide deep knowledge of the signature process making it possible
to verify the signatures of agreements signed using the Egreement service.

Overview

This document describes how Egreement handles the signature process, from how to make all
agreement files tamper-proof, to how each Electronic ID (EID) provider implements its signatures.

System

For the agreement signatures to be trustworthy, it is important that a stable and high-quality system
protects the signing process.

All parts providing evidence for the signature, such as hardware, operating system and software, have
to be trusted.

Hardware

Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center
with high availability requirements, used by large banks and e-commerce companies.

Software

For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to
show when certain events occur and are an important evidence when validating an agreement.

The platform synchronizes its time over the standardized Network Time Protocol (NTP).

Electronic Signatures

An electronic signature is any electronic means that indicates that a person consents to the contents of
an electronic message. In the EU the eIDAS legislation regulate and defines three levels of such
signatures:

» Simple Electronic Signatures

» Advanced Electronic Signatures

* Qualified Electronic Signatures

These signatures are created using an electronic identity that has a certain security Level of Assurance





(LOA) also defined by eIDAS. The LOA describes the degree of confidence the identity was issued,
taking into account the enrollment process as well as protection of the authentication needed to use
the identity.

* Low - For example self-registration.
» Substantial - Providing and verifying identity information in a structured way.

* High - For example a requirement to have a physical meeting before issuing an identity.

Simple Electronic Signature (SES)

* Basic electronic signature with low assurance.
» Typically equivalent to a handwritten signature.

* Minimal identity verification required.

Is defined as "data in electronic form which is attached to or logically associated with other data in
electronic form and which is used by the signatory to sign".

Supported methods

* Draw Signature - A handwritten signature drawn on a digital canvas.

API Signature - A signature created by consuming the web service exposed by Egreement AB.

MitID low - Danish MitID on LOA level low

* Click Signature - A signature created by personalized link.

Advanced Electronic Signature (AES)

* is uniquely tied to the signatory,
* uniquely linked to and capable of identifying the signatory
* created in a way that allows the signatory to retain control

* linked to the document in a way that any subsequent change of the data is detectable.

Electronic signatures are usually based on PKI, such as the Swedish BankID and Norwegian BankID.

Supported methods

» Swedish BankID

* Norwegian BankID

* Finnish strong identification

* Danish MitID - MitID on LOA level substantial

» SMS Signature - A signature created by responding to an SMS with context specific content.





* Email Signature with OneTimePassword - A signature created by One Time Password (OTP) based
email service.

Qualified Electronic Signature (QES)

A qualified electronic signature is an advanced electronic signature which is additionally:

Highest Level of Assurance and trust.

created by a qualified signature creation device (QSCD)
* Requires a qualified digital certificate from a qualified trust service provider.
* Legal equivalence to a handwritten signature in many jurisdictions.
Supported methods

Electronic signatures based on PKI where the signature is the highest level of electronic signature
under eIDAS, providing the utmost trust, legal equivalence to handwritten signatures.

e Swisscom Mobile ID

Cryptography

Cryptography is a central part of many signature solutions, for example to provide tamper-proof
agreement files.

The following chapters introduce some concepts needed to understand cryptography based signatures.

Cryptographic Hash Functions

A cryptographic hash function is any function that can be used to map data of arbitrary size to data of
fixed size where it is practically impossible to find two pieces of input that produces the same hash
value. It is a one way transformation that produces the same result every time. The result is called a
hash and since it is a one way function, it is not possible to re-create the input behind a hash.

Examples on hash functions are:

* SHA.2
* RIPEMD
* Whirlpool

Asymmetric Encryption

In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric





encryption. The difference between them is that the symmetric encryption uses one single key for both
encryption and decryption, while asymmetric uses one key for encryption and another for decryption.
The fact that there are two keys can also be used for creating signatures and serves as a base for many
types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure
(PKD).

Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only
key that can decrypt the crypto text is the other key belonging to the pair. One key is private and
should not be shared with anyone, the other is public and is used to verify signatures created with the
private key.

Examples on asymmetric keys are:

* RSA
* DSA

Digital Signatures

When signing using asymmetric keys, the signature result is called a raw signature and is just a binary
blob of a specific size, without any information at all. In order for the signature to be used in a
distributed environment, there is a need to add information on who signed the blob, what was signed
and so on.

The combination of metadata and the raw signature is called a digital signature. Some information is
optional:

« Signature time

X.509 Signature Certificate

X.509 CA Certificates (who issued the X.509 Signature Certificate)
 Signature text (TBS)

* Hash algorithms used

 Signature algorithm used

* The raw signature
Examples on digital signature formats are:

* CadES/CMS/PKCS#7
* XAdES

Signing

To sign an agreement a number of actions need to be executed:





* Create text representation of agreement

* Create digital signature

Create text representation

For advanced electronic signatures, where the agreement contents is logically tied to the created
signature, the text needs to be prepared in order to suit the signing method used. The textual
representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text
that is to be digitally signed. For the whole agreement to be tamper-proof, the agreement metadata
with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.
It is not possible to sign the actual agreements, since there is a risk that the agreement files are too
large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and
create a representation of it.

For non-advanced signatures, where the agreement contents is not directly tied to the signature, the
above preparation is normally not needed.

Digital signature clients allow us to send two different types of TBS. They are:

* Visible TBS
* Hidden TBS - Swedish BankID only

Visible TBS

TBS text that is exposed to the signatories by the digital signature clients. General information about
the Agreement is supplied to digital signature clients as a visible TBS. As the TBS will be different
between signing clients and also have different localizations it will be saved together with the digital
signature. In cases where hidden TBS is not supported, the visible TBS will contain information that
otherwise would be in the hidden TBS. Where the TBS has length restrictions due to technical reasons,
the hash may be base64 encoded (trailing = characters being omitted) and the hash may be calculated
as if the ordered agreement files were a single file.

Example

I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016

Hidden TBS

TBS text that is hidden from the signatories by the digital signature clients. Agreement content is
reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients
as a hidden TBS. This is currently only supported for Swedish BankID.





Example

Content:

"Contract"
1103 b497 984e 433c 38d4 fdef 775 33ad Ocef 8cB7 9995 5b37 7c8e eddf 66f7 de73

"Codes of conduct"
2c¢f9 688d c483 2085 1f12 6120 9001 58b2 ab2e 62b1 afd5 acch ebbb 5134 c7a4 90f2

Create Digital Signature

For advanced electronic signatures, the cryptographic signature is created by applying the private key
from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset
is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods
describes all methods supported.

For non-advanced signatures, signature creation will vary depending on the method.

Signature Methods

Currently, the following signing methods are supported:

» Swedish BankID (advanced electronic signature)

* Norwegian BankID (advanced electronic signature and authentication)
* Finnish strong identification

* Danish MitID

» Swisscom Mobile ID (qualified electronic signature)

* Draw Signature

* API Signature

* SMS Signature

* Email Signature with OneTimePassword

* Click Signature

These are described in detail below.





Swedish BankID

Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is
owned by a number of large swedish banks.

It is a PKI based solution with support for file based tokens as well as smart cards, supported on a
number of platforms for desktop and mobile.

Signature format

The BanKkID client produces an XML Digital Signature as specified in BankID Signature profile.

Audit log

Each signature transaction provides information used in user interface and audit logging:

* personNr - In the form of a Swedish personal identity number.
* personSurname - Surname in capital letters.

* personGivenName - Given name in capital letters.

* startDate - Date when signing was started.

* signatureMethod - Will be bankid or bankid-otherunit.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed, base64 encoded.

* tbsHidden - Hidden data being signed, base64 encoded.

How to validate
Validate the signature according to BankID Signature profile.
Output from validation to provide to Signee Validation in Container Format is:

» User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the
signature.

» Hashed TBS.
* TBS Hash algorithm.

Norwegian BankID - advanced electronic signature

Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.

It is a PKI based solution that uses a one time password in combination with a personal password,





supported on a number of platforms for desktop and mobile.

Signature format

The BankID client produces a detached PKCS#7/CMS signature as specified in Cryptographic Message
Syntax, where the detached data being signed is the TBS.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

* signatureAction - Will be signature.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed in the detached PKCS#7 signature, base64 encoded.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:

» User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7
signature.

 Hashed TBS

* Hash algorithm

Norwegian BankID - authentication

Authentication based signing is also provided by the means of Norwegian BankID.





Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.

 personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

* signatureAction - Will be authentication.

* transactionld - Transaction ID from backend system.

How to validate

As an authentication alone does not digitally sign the agreement content, the person details such as
given name, surname and date of birth must be compared with the requested signee.

Finnish strong identification

Strong identification broker services are provided by Telia Finland for banks and mobile operators in
the Finnish Trust Network ("FTN").

Identity format
Telia produces a signed JWT which contains information about the person.

Table 1. Signed Attributes

Attribute Name Attribute Value

urn:oid:1.2.246.21 Social security number / personal identity code /
HeTu - henkil6tunnus

urn:0id:2.16.840.1.113730.3.1.241 Full name

urn:oid:2.5.4.4 Surname

urn:oid:1.2.246.575.1.14 Given name

More information can be found in Telia Tunnistus.





Audit log
Each signature transaction provides information used in user interface and audit logging:

* personNr - Finnish personal identity code.

* personSurname - Surname

* personGivenName - Given name

* startDate - Date when signing was started.

* signatureMethod - Will be eid-fi.

* transactionld - Transaction ID from backend system.

* signature - Signed JWT (from Telia).

publicKey - Public key (JWK) for the signed JWT (from Telia).

How to validate

The signed JWT can be verified using the public key.

Danish MitID

Danish MitID signing is utilizing Transaction Signing from Nets eID Broker.

Signature format

The signature flow for Danish MitID is performed as a text followed by end-user authentication, so
there is no signature produced. Thus a signature format does not exist.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Danish personal identity number.

* personName - Full name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be one of: mitid-low, mitid-substantial or mitid-high.

o The method mitid-<LOA> specifies what Level of Assurance (LOA) that was requested when
initiating the signature.

* signatureAction - Will be authentication.

* transactionld - Transaction ID from backend system.
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* tbs - Data that was shown to user before authenticating, base64 encoded.

More information can be found in Danish MitID.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. In case of dispute, contact the EID provider, Nets, to validate the
entries in the audit log.

Swisscom Mobile ID

Swisscom Mobile ID is a qualified electronic signature method provided by Swisscom Trust Services.

It is a PKI based solution that uses a smartphone application to authenticate signees. After successful
authentication a short lived certificate is issued that is used to produce a Qualified Electronic
Signature.

Signature format

Swisscom Trust Services produces a detached CMS signature as specified in Cryptographic Message
Syntax, where the detached data being signed is the tbsHidden and message is the message shown to
the user in the Mobile ID client.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no used to trigger the signee’s authentication of the signature.

* personName - Full name.

* personSurname - Surname.

* personGivenName - Given name.

* personSerialNumber - Swisscom evidenceld.

* startDate - Date when signing was started.

* signatureMethod - Will be swisscom-qes.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* message - Message shown in the Mobile ID client when user approves the signature, base64
encoded.

 tbsHidden - Data signed in the detached CMS signature, base64 encoded.
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More information can be found in Swisscom AIS and Swisscom SRS.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:

 User Attributes of the signer certificate in the element SignedData certificates in the CMS signature.
* Hashed TBS

* Hash algorithm

Draw Signature

The draw signature signing method is an electronic counterpart to traditional handwritten signatures.
Using draw signature, the end user draws a signature on a web canvas. The signing method is not
classified as an advanced electronic signature in that it does not tie the user to the contents signed and
does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic
signatures are not required.

Signature format

The signature is represented as an SVG/PNG image.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be draw-signature.

* signature - The SVG or PNG image, base64 encoded.

 signatureContentType - The content type of signature eg. image/svg, image/png.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. Also, as the case of traditional handwritten signatures where
there are no formal requirements placed, ocular comparison does not add to trustworthiness.
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API Signature

The API Signature is an electronic signature which is done by consuming the web service exposed by
Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web
service. Using this method, user can also send the timestamp of actual time when the sign event took
place. This signing method is not classified as an advanced electronic signature in that it does not tie
the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in
use cases where advanced electronic signatures are not required.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - In the form of a swedish personal number.

e personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be api-signature.

* signedOn - Time at which the agreement was actually signed (stated by user)

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature.

SMS Signature

SMS Signature is an electronic signature created by responding to an SMS with context specific
content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered
mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP
Number is generated by TOTP algorithm by hashing the current time along with the agreement
information. OTP can be regenerated and verified by the same logic provided the given time &
agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no of the signee.
* timestamp - Date when signing was started.

» agreementName - Name of the agreeement.
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 signatureMethod - Will be sms-signature.
e OTP - One Time Password.
How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, mobile, timestamp).

HASHLG : Use SHA-256 algorithm to generate hash of the given input.

* hash (array): HASHLG( agreementName + mobile + timestamp)

random (function): hash[ ${param1} ] & ${param2} << ${param3}

otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Email Signature with OneTimePassword

Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)
based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to
the registered email address of the signee. The Signee has to submit the OTP in order to sign the
agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with
the agreement information. OTP can be regenerated and verified by the same logic, provided the given
time & agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.

* timestamp - Date when signing was started.

» agreementName - Name of the agreeement.

* signatureMethod - Will be email-signature.

¢ OTP - One Time Password.
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How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, email, timestamp).
* HASHLG : Use SHA-256 algorithm to generate hash of the given input.
* hash (array): HASHLG( agreementName + email + timestamp)
* random (function): hash[ ${param1} ] & ${param2} << ${param3}
* otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Click Signature

Click signature is an electronic signature created by using a personalized link. The personalized link
can be shared by email or directly in an integrated application. When the signee visits the link, it will
take him to the agreement review page where he can click the sign button to sign the agreement.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.
* timestamp - Date when signing was started.

* signatureMethod - Will be click-signature.

How to validate

Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has
to keep the link secret.

Reference documentation
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Purpose

Agreements might need validation in case of disputes where one or more contracting parties renounce
that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s
service is self-contained, tamper-proof and legally binding, validating the agreement can be enough to
settle legal disputes. This document describes all the steps needed to validate the agreement.

Overview

Validating an agreement is quite a complicated process requiring technical skills or software. The
agreement is stored as a PDF container where any proof of the validity of the agreement is contained
inside the actual container. The process spans from controlling the actual agreement content to
validating the Public Key Infrastructure (PKI) signature status.

The parts that should be validated and covered by this and other references documents are:

e Container validation
* Agreement content

* Retracing signature steps

Container Validation

Verify that the container is an agreement PDF container. See the "Container Content" chapter in
Container Format.

Agreement Content

Read and validate all parts of the agreement attached to the container. See "PDF Container" Container
Format how to locate all files of the agreement.

Retracing Signature Steps

The audit log is a list of entries holding all actions associated with the agreement, from creating the
agreement to the last signee signing the agreement. The list is sorted by the time each action was
logged.

Audit Log Validation Process

Validate each audit entry in the log according to the "How to validate" section of each specific audit
entry type chapter. The audit entry types are described in detail in Container Format, where each





entry type is described in a separate chapter.

If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is
considered invalid.

If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is
important to establish if the agreement is considered invalid because someone has tampered with it, or

if there are errors in the tools or in the documentation?

References

Document name

Overview
Container Format
Signing
Validation
BankidValidation
Telia Tunnistus

Nets eID Broker
Swisscom AIS
Swisscom SRS

Cryptographic Message Syntax

Description

Gives an overview of the Egreement agreement
function and links to the other documents.

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3
All-in Signing Service Reference Guide, v2.15
Integration Guide Smart Registration Service, v1.8

https://www.ietf.org/rfc/rfc2630



https://www.ietf.org/rfc/rfc2630



		Validation

		Table of Contents

		Purpose

		Overview

		Container Validation

		Agreement Content

		Retracing Signature Steps

		Audit Log Validation Process



		References




Verifikat Status: Signerat av alla

Titel: Brf Osterbotten 32 - Arsredovisning 2024 Skapat: 2025-05-13
ID: 9e374480-2fdf-11f0-94aa-2d214a2aed7b

Underskrifter

Brf Osterbotten 32 Brf Osterbotten 32

ordledamot1@osterbotten32.se ordforande@osterbotten32.se

Signerat: 2025-05-13 13:44 BankID PERNILLA KALLIN Signerat: 2025-05-13 14:01 BankID OVE LINDHOLM
Brf Osterbotten 32 Brf Osterbotten 32

ordledamot2@osterbotten32.se kassor@osterbotten32.se

Signerat: 2025-05-13 14:08 BankID JOHAN JOHANSSON Signerat: 2025-05-13 14:15 BankID Jena Csaba Hedbeck
Brf Osterbotten 32 Brf Osterbotten 32

ordledamot3@osterbotten32.se sekreterare@osterbotten32.se

Signerat: 2025-05-13 15:08 BankID Hans Viking Luthander Signerat: 2025-05-13 15:32 BankID Thomas Hartso
Intern Revisor Revisor - WeAudit

guila.norrstrom@ecit.se anna.lemmel@weaudit.se

Signerat: 2025-05-13 19:43 BankID GUILA GITTENS NORRSTROM  Signerat: 2025-05-14 12:04 BankID ANNA LEMMEL

Filer
Filnamn Storlek Kontrollsumma
202 Original.pdf 687.6 kB 1648 f86a 6114 Obal 733a 7647 dd33 bfb9
1de7 3d6f 55ee d3a7 7eda ee9d ef4b 3che
Héndelser
Datum Tid Handelse
2025-05-13 11:52 Skapat | Sabine Molin, FRUBO Aktiebolag 5564511292. IP: 88.131.253.100
2025-05-13 13:44 Signerat | Brf Osterbotten 32
Genomfort med: BankID av PERNILLA KALLIN. IP: 85.229.71.76
2025-05-13 14:01 Signerat | Brf Osterbotten 32
Genomfort med: BankID av OVE LINDHOLM. IP: 84.217.89.42
2025-05-13 14:08 Signerat | Brf Osterbotten 32

Genomfort med: BankID av JOHAN JOHANSSON. IP: 94.62.131.68






Handelser
2025-05-13

2025-05-13

2025-05-13

2025-05-13

2025-05-14

14:15 Signerat | Brf Osterbotten 32
Genomfort med: BankID av Jena Csaba Hedbeck. IP: 194.39.218.10

15:08 Signerat | Brf Osterbotten 32
Genomfért med: BankID av Hans Viking Luthander. IP: 84.217.89.78

15:32 Signerat | Brf Osterbotten 32
Genomfo6rt med: BankID av Thomas Hartso. IP: 84.217.89.103

19:43 Signerat | Intern Revisor
Genomfort med: BankID av GUILA GITTENS NORRSTROM. IP: 84.217.89.59

12:04 Signerat | Revisor - WeAudit
Genomfort med: BankID av ANNA LEMMEL. IP: 109.228.173.70

Verifikat utfardat av Egreement AB

Detta verifikat bekrftar vilka parter som har signerat och innehdller relevant information for att verifiera parternas identitet samt
relevanta hdndelser i anslutning till signering. Till detta finns separata datafiler bifogade, dessa innehaller kompletterande information av
teknisk karaktér och styrker dokumentens och signaturernas dkthet och validitet (for atkomst till filerna, anvdnd en PDF-ldsare som kan
visa bifogade filer). Hash &r ett fingeravtryck som varje individuellt dokument far for att sédkerstélla dess identitet. Fér mer information,
se bifogad dokumentation.

Verifikation, version: 1.19






